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Topics in Discrete Maths

This is a course on discrete mathematics, meaning we are inter-
ested in studying discrete objects— to us this will mean finite objects
e.g. finite sets. More generally, discrete mathematics studies count-
able objects e.g. the integers Z.

This course is structured into two chapters:

1) Enumeration Theory and
2) Number Theory and Cryptography.

These notes might contain typos— so do let me know if you find
any.
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Enumeration Theory

CHAPTER

Basic Counting Principles

The goal of Enumeration Theory is to work out the numbers of
elements in finite sets. So, in this chapter we introduce some basic
principles which will help us count elements of finite sets.

For example, at the end of this section, we would like to answer
the question:

Q1 How many 3-digit numbers are there such that all digits are
odd? A:125.

Definition 1.1. The number of elements in a finite set A is denoted

|A| 1, one says that |A| is the cardinality of A. 1. N.B. |A] is always a non-negative in-
teger

1.1.1  Addition Principle

The Addition Principle.
If A1, Ay, ..., A, are disjoint finite sets, then

|AfUA U...UA,| = |A1| + A2 + ...+ |Ax]

Q2 What happens if the sets are not disjoint? Can you provide an example
supporting your answer?

We can visualise the addition rule (and its failure when sets are
not disjoint) via the following diagrams

20O |

A1 A

AU A, AU Ay

1.1.2 Multiplication Principle

Definition 1.2. For finite sets A, Ay, ..., A, recall that the cartesian
product of the sets A1, Ay, ..., Ay is

Aix Agx -~ Ay ={(ay,az,...,ay) | € A1,a0 € Ay, ..., 0, € Ay}

the set of ordered n-tuples with first component in A;, second com-
ponent in A and so on.



Reality Check 1 Let A; = {1,2}, Ay = {3,4}, then
A1 x Ay =1{(1,3),(1,4),(2,3),(2,4)}
which can be visualised as the 2 x 2-grid

3 4

1 [ (1,3) | (1,4)

2 | (23)]|(24)

The Multiplication Principle.
Let Ay, Ay, ..., A, be finite sets. Then,

|Al><142><"'A;1|:|Al|>< |A2|X"'|An|'

Note: This rule can be visualised in the grid in Reality Check

1.1.3 Subtraction Principle

Definition 1.3. If A is a finite set and B C A, then we can define the

set 2
A\B={ac Al|a¢ B}

The Subtraction Principle.
If A is a finite set and B C A, then

|A\ B| = |A] - |B|

This principle can be visualised in a diagram

-
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1.1.4 Bijection Principle

Let A and B be finite sets. Recall that a function f: A — B is a
bijection if it is one-to-one (injective) and onto (surjective). That
is, a bijection establishes a one-to-one correspondence between all
elements of A and all elements of B.

S

The Bijection Principle.
If there is a bijection f: A — B between finite sets, then |A| = |B]|.

1.1.5 Examples

Example 1.4. A restaurant serves 3 types of starter, 6 main courses
and 5 desserts.

a) How many three-course meals are there?
b) How many two-course meals including a main course?

Solution.

a) Let S, M, D be the sets of starters, main courses and desserts. Then,
a three course mean is a triple

(choice of start, choice of main, choice of dessert)

and so a three course meal is an element of the set S x M x D.

Therefore, the number of three-course meals is
|SXx M x D|=|S| x|M|x|D|=3x6x5=090.

In other words: We are making three independent choices; for the
first one there are 3 options, for the second there are 6 and for the
third there are 5.

b) A two course meal including a main is either a couple

(choice of starter, choice of main)

or
(choice of main, choice of dessert).

So, a two course meal including a main is an element of the set
(SxM)U(Mx D).
Hence the number of two-course meals is
[(SXM)U(MXxD)|=|SXxM|+|MxD|=3x6+6x5=48

since S x M and M x D are disjoint.

TOPICS IN DISCRETE MATHS
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Example 1.5. A password on a computer system is a string of 6 charac-
ters. Each character is a lower case letter or a digit, and the password
must contain at least one digit. How many possible passwords are
there?

Solution. Let A be the set of 6-character strings with lower case
letters and digits. Let B be the set of 6-character strings which do not
contain a digit. Then, the set of passwords which contain at least one
digitis A\ B.

By the subtraction principle, the number of such passwords is

|A\ B| = |A] - |B]
To solve the question, we need to find |A| and |B.
a) Finding |B|.

Let L be the set of lower case letters, then \L| = 26.

A 6-character string of lower case letters looks like s;s; . .. sg, where
each s; € L (for example, aabbcc). These strings are the same as a

tuple (s1,Sp,...,56)

Hence, we may view B as the 6-fold cartesian product
B=LxLx...xL

By the product rule,
|B| = |L|° = 26°
b) Finding |A|. Let D be the set of digits.

A 6-character string of lower case letters and digits looks like
S1 .. .Se (for example, 2a00bb).These strings are a tuple (s1,sy, .. .,S6)
where each s; is either in L or D. That is, s; € L U D. Hence A, the
set of all these strings, is the same as the sixfold cartesian product

(LUD) x (LUD)...(LUD) = A

Observe that since L and D are disjoint,
ILUD| = |L|+ |D| =26+10=36

by the addition principle. Thus, |A| = 36° by the multiplication
principle.

Therefore, the set of 6-character strings which contain at least one
digit is
|A| — |B| = 36° — 26°

Example 1.6. Let A and B be finite sets. How many functions are
there from A to B?
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Solution. Suppose A has r elements, then |A| = r and we can
write

A={m,ay,...,a:}.
To define a function from f: A — B, for each member of A one

has to choose a member of B to be its image. So, a function is the
same as the data

m—b €B

a+—byeB

a,— b, € B

Intuitively, one is making r independent choices, and one has |B|
possibilities at each stage. So, we should expect the total number of
functions to be

|B| x...x |B| =|B|

Formally, data defining the function f: A — B is the same as a tuple
(by,by, -+ ,by) € Bx B x...x B. Hence, the number of functions
A — Bis

IBx...xB|=|B|" = |B|4l.

Permutations and Combinations

In this section, we will learn to count how many ways there are to
choose k (ordered and unordered) distinct elements from a set of n
elements.

An example of a question we will learn how to answer is:
Q3 A fair six-sided die is rolled three times. What is the probability
that exactly two 6’s are rolled? A: 75—2 ~ 0.097

Definition 1.7. Suppose that # is a positive integer. Then, recall that

nl:=nxn—1x...x2x1

and we establish by convention that 0! = 1.

1.2.1 Permutations

Qg4 Let S be a set of n elements. Let ¥ < n. How many ways are
there to choose r ordered distinct elements from the set S?

Definition 1.8. Let 7,7 be a pair of integers with 0 < r < n. An
r-permutation of S is a sequence 515, ...s, obtained by ordering r
distinct elements of S.

The set of all r-permutations of S will be denoted as P(S,r).

TOPICS IN DISCRETE MATHS 9



Q5 Let S = {a,b,c}. What is an example of 2-permutation of S?

Example 1.9. Let S = {a,b,c}. Then,
P(S,2) = {ab,ac,ba, bc,ca,cb}

Theorem 1.10. The number of r-permutations of S is

n!

[P(S,7r)| = W

Proof. 3 To construct a permutation sy ...s,, we have to make the
choices:

s1€S
$2€S—{s1}

sy €S —{s1,82,...,5_1}

Intuitively, we are making r choices. The first choice has n options.
The second choice has 1 — 1 options and so on. So we should expect
the number of sequences s; .. .s; to be

nxn—1x...x2x1

Formally, a sequence s7...s, is the same as a tuple (s1,52,...5;)
where s1 € S, sp € S—{s1}, s3 € S — {s1,52} and so on. Hence, the
set of all r-permutations P(S, r) is equal to the set

SXx(S—={s1}) x(S—{s1—s2}) x...x(S—{s1,82,---,5¢})

In other words,

|P(S,7)| =|Sx(S—{s1}) x (S—{s1—s2}) x...x (S—{s1,52,...,5+})]

So by the multiplication rule, the number of r-permutations is

IS| x |S—{s1}| x|S—{s1 —so}| x...x|S—{s1,52,...,5¢}]
which is precisely

n!

(n—r)!

nx(n—1)x(n—-2)x...x(n—r)=

1.2.2 Combinations

Q6  Let S be a set of n elements. Let r < n. How many ways are
there to choose r unordered distinct elements from the set S?

Choosing r unordered distinct elements from the set S is the same
as to choosing a subset of S with r elements. So Q4 can be rephrased
as: How many subsets of S with r elements are there?

TOPICS IN DISCRETE MATHS 10
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Example 1.11. Consider S = {4, b, c}. How many 2-element subsets
are there?

Because S is small, we can answer this question by the brute force
method of listing all of the possibilities

{a,b},{a,c},{bc}

But this is not such an efficient algorithm for finding this number.
Let’s consider another approach, which is based on two observations.

1) We can get each 2-permutation of S exactly once by running
through all of the 2-element subsets of S and ordering the elements
in all possible ways:

2-elements subset Possible ordering 1 Possible ordering 2
{a,b} ~o ab ba
{a,c} ~ ac ca
{b,c} ~ be cb
2) For each of these subsets, there are 2! = 2 ways to list their
elements.

Combining 1) and 2),
#2-permutations of S = #2-element subsets of S x 2!

We know from the Permutations section that #of 2-permutations of S =
!
]

So,

W

=)

|
#2-element subsets of S = % =

This strategy is how we will answer Q4 generally.

Theorem 1.12. The number of r-elements subsets (which is the same as the
number of ways to choose r unordered distinct elements from S) is

Proof. 4 As in Example 1.11, this can be deduced from two observa-
tions.

1) We can get each r-permutation of S exactly once by running
through all r-element subsets {ay,ay,...,4,} C S and ordering the
elements of B in all possible ways.

2)We know from Theorem 1.10 that there are r! ways to order the
elements of B.

Hence,

#(r-permutations of S) = #(r-element subsets of S) x 7!

From Theorem 1.10, we know that there are (n”f'r), permutations of
S. So,
n!
(n—r)!
Dividing both sides by r!,

= #(r-element subsets of B) x r!

[
#(r-element subsets of B) = m = (n)

4. The proof of this theorem at this level
of generality is also not examinable, but
understanding this proof will really help
you with some of the more complicated
exercises!



1.2.3 Summary

Say we have a set S with n elements. Let r < n. Then,

a) The number of ways to choose an ordered list of r elements from S:

n! Also counts number of

B

(n—r)! r-permutations of S

b) The number of ways to choose an unordered set of r elements from
Sis:
(n) _onl 1 Also counts r-element
r (n—r)lr! subsets of S

1.2.4 Examples

Example 1.13. a) How many ways are there to order the 26 letters of
the alphabet?

b) How many of these ways have the 5 vowels in a consecutive block?
Solution.

a) Let S; = {a,b,...,z} be the set of letters in the alphabet (so |S| =
26). We are looking for permutations of 5; of length 26. So, from
Theorem 1.10,

|P(S1,26)| = 26!

b) We first ask the question: For each block of vowels, how many
ways are there to order the block and the 21 consonants. Let B be
a block of vowels (e.g. B is the block "AIOUE"). Then, we want to
order all of the elements in the set

Sy = {21 consonants, B}

The number of possible orderings is |P(Sp,22)| = 22!.

We next ask: How many blocks of vowels are there? This is the
same as asking how many 5-permutations are there of the set

V ={A,I,E,0O,U}.

Theorem 1.10 tells us |P(V,5)| = 5!.

Thus, there are 5! blocks and for each block there are 22! factorial
ways to order the block with the consonants, and so there are
5! x 22! possible ordering of the alphabet where the vowels are in
a consecutive block.

Example 1.14. How many ways are there to seat 6 people round a
circular table, if seating arrangements are considered to be the same
when one is a rotation of the other?

TOPICS IN DISCRETE MATHS
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Solution. Asking how many ways are there to order 6 people
around the table is the same as asking how many 6-permutations are
there of the set

S = {6 people}.

By Theorem 1.10, there are 6! ways to assign 6 people to the 6 seats.

However, for any given ordering, there are five other orderings which
are its rotations e.g.

A F
E o ° . De o A
rotation
aaaaasd
F o o C E e * B
D C

Thus, for each seating arrangement, there are 6 orderings which are
considered the same seating arrangement. So, the required answer is

=6!/6 =5!

4 seating ar- \  #( orderings )
rangements | 6

Example 1.15. A coin is tossed 10 times. How many of the 2!° possible
outcomes contain (a) exactly 2 heads, (b) at least three tails.

Solution. (a) Let S = {tossy, tossy, ..., tossio}.

Answering (a) amounts to choosing 2 tosses from S and declaring
them to be heads, and then declaring all other tosses to be tails. That
is, we are choosing a 2-element subset of S. By Theorem 1.12, there

()

(b) The set of all possible outcomes has cardinality 2'°. We exclude

are

2-element subsets.

the outcomes with 0, 1 or 2 members, giving an answer of
210 _ 10y 10\ (10
0 1 2)
Example 1.16 (Pascal’s identity). Prove that for integers 0 < r < n

then
() =0+ ()
= +
4 r—1 r

Solution. This is our first example of a counting argument or a
combinatorial proof. We show LHS = RHS by showing that the LHS
and RHS are both ways to count the same objects, and so they have
to be equal.

Let S be a set with 1 elements. We know that (/) counts the number

of r-element subsets of S. We will show that the RHS also corresponds
to the number of r-elements subsets of S.

TOPICS IN DISCRETE MATHS
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Let’s choose any element sy € S, and let B be any r-element subset
of S. Then, we have two cases to consider: B either contains sy or
doesn't.

(1) If B does not contain sy, then B is a subset of S — {s(}.

(2) On the other hand, if B contains sy, then we may write

B = {So,bz,...,br} = {So}U{bz,...,br}

Notice that the set {by, ..., b, } does not contain sy and so it is a subset
of S — {So}.

In other words, an r-element subset of S is either (1) an r-element
subset of S — {so} [Case (1)] or (2) B is the union of {sp} with an
(r — 1)-element subset of S — {so} [Case 2].

This observation means that

4 ( r-element ) B ( r-element subsets > 4 ( (r —1)-element )
subsets of S N of S—{sp} subsets of S — {so}

2, ~ sk e ia (M . P / - . PO
From subsection 1.2.2 this is (}) From subsection 1.2.2, this is (", 1,) From subsection 1.2.2, this is () 11,)

(=07

Thus:
as required.

Multinomial Coefficients

In general the question we want to answer in this section is:

Q7  If you have n elements which you wish to divide into r distinct
piles of sizes 1y, n, ..., n,, then how many ways are there to do that?

We will use Multinomial Coefficients for this.

1.3.1 Definition of Multinomial Coefficient

Definition 1.17. Let n be an integer, and let 11,15 ..., n, be integers
such that ny +ny + ... +n, = n. The multinomial coefficient is given by

< n > n!
ni,no,..., Ny nilny!. .. n,!

Example 1.18. What is (4 33)?

Solution.

6 6!
(1,2,3) = Trxaxa 0

14



1.3.2 Using Multinomial Coefficients in Enumeration
Theory

By the end of this section, our goal is to answer questions such as:

Q8 How many strings can be made by using the letters of the word
"COFFEE"? A: 525 = 180.

Example 1.19. How many strings can be made by using the letters of
the word "MISSISSIPPI"?

Solution.
This question can be rephrased as:
How many 11-letter strings can be made, using

a) 1 letter "M",
b) 4 letters "I",
c) 4 letters "S",
d) 2 letters "P"?

We can think of this question in the following way: Imagine that
there are 11 "slots" for the letters; then we want to know how many
ways are there to choose

a) 1 slot to be an "M",
b) 4 slots to be an "T",
¢) 4 slots to be an "S"
d) 2 slots to be a "P".

So, we have a set of 11 slots
S={-1,—2...,—11}

and we want to count the number of ordered choices of 11 elements
where we declare (1) the first chosen slot to be an M. (2) the second,
third, fourth and fifth slots to be I’s and so on.

For example, the sequence

1 4767778 T2737579 T10711
~— —
M I S P

corresponds to choosing the string "MSSISIIISPP"
and the sequence

—1 8777674 T2737579 10711
~— ——
M I S P

corresponds to choosing the string "MSSISIIISPP"

There are 11! ways to make sequences with 11 elements from the
set of slots S [Why?]. However, notice e.g. that the two sequences
above correspond to the same string. So we are double counting!

TOPICS IN DISCRETE MATHS
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It turns out [Why?] that for each string, there are 4!4!2! sequences
which produce the same string. Hence, the total number of strings is

11! B 11
4 x 4! x 21 x 1! \1,4,4,2

The question of Example 1.19 is a particular case of the more
general question Qy. To answer this question, we introduce the
definition.

Definition 1.20. Let S be a set with n elements. A partition of S is a
list of subsets Sq,S5,...,S, C S which are

a) nonempty,
b) disjoint
¢) such that S{USU...US, =S.

Example 1.21. A partition of S = {a,b,c} is, for example, S; = {a}
and S, = {b,c}.

The answer to Q7 is given by the following theorem.

Theorem 1.22. Let S be a set with n elements. Let ny, ny, ..., n, be integers
such that ny +np + ... + n, = n. Then, the number of ways of partitioning
S into subsets S1, Sy, ..., Sy such that S; has n; elements is the multinomial

coefficient
( n )
ny,na,..., Ny

In less abstract terms, this theorem is saying that if you have n
elements which you wish to divide into r distinct piles of sizes 1y, 1,

( ; >
nlanI-'-/ni’

The proof of this theorem follows along the lines of the solution to

..., ny, then there are

ways to do that.

Example 1.19.

Example 1.23. How many ways are there to paint 12 distinguishable
rooms so that 3 of them are pink, 2 are green, 2 are yellow and the
rest are white?

Solution. We would like to partition the
S = {room;, roomy, ..., roomy }
into four sets
a) S; = {pink rooms}, |S1] = 3.
b) S; = {green rooms}, |Sy| = 2.

c) Sz = {yellow rooms}, |S3| = 2.

TOPICS IN DISCRETE MATHS
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d) S4 = {white rooms}, |Sy| =11-3-2-2=5.

Thus, the number of partitions of S satisfying this is:

12 - 12!
3,2,2,5)  3!x2!x2! x5!

1.3.3 Multinomial Theorem

Binomial coefficients (7)) = (n”f'r), are so called because they appear

in the expansion of powers of two-term expressions. More precisely,
the binomial theorem states that

(x+y) =) (7) Xy

r=0
_ n n n n—1 n n—1 n n
—<0>x +<1>x y+...+<n_1>xy +<n>y
r=0 r=1 r=n—1 r=n

We will prove a more general theorem: The multinomial theorem.

Theorem 1.24. There is an identity

n r 7
(v +x0+... +x)" = ) (r . r)xllxgz...xk"
r1+ro+ . A re=n 1,727+« 47k

Proof. To compute (x1 + xp + ...+ x;)" directly, we would write

(xp+x+..+x)" " = +x2+...+x) XX (v +x2+ ...+ x%)

n times

Computing this product means summing over all possible products

/\/\

~_

so we would get something such as
11 y n—2
Xy +xpx0xy T+

or more precisely, the sum expansion of (x1 + x2 + ...+ x¢)" is the
sum of all possible sequences

Xy xxizx...xxik

of length n, where each x;, x;,...,x; is chosen from the set of

k
{x1, %2, ..., %}
We want to know how many combinations contain

([a]+ 2 + « + x )((na + [+  + x )= ([a]+ [+ - +
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® The term "x;" exactly 71 times

The term "x," exactly r, times

The term "x;" exactly r; times.

[This should remind you of the Example 1.19, where we asked how
many 11-letter strings can be formed with 1 M, 4I's, 4 S’s and 2 P’s...
we can think of a term

Xy ><xl-2><...><xl-k

as a "string" with k "letters", where each "letter" is an element of the
set {xl, .., xk}. We want to know how many strings we can make
with a precise amount of x;’s, x2’s and so on.]

So, similarly to the example 3.6, we can consider a set of # slots

S: {_1/_2/"'/_71}

and we want to count how many ways there are to partition it into k
subsets:

51 = {Slots which we will declare to be x1},|S1| =11,

S, = {Slots which we will declare to be x},|S2| = 12,

Sk = {Slots which we will declare to be x;}, |Si| = 7¢

From Theorem 1.22, this is (,, " rk).

Hence, if we run through all possible sequences of length n

Xig X Xip X oo X Xjy

where each x; , x;,,...,x;, is chosen from the set of {x1,x0, ..., %},
then we will get the term

(" ;) times. O

Example 1.25. What is the coefficient of the term x%y3z? in the sum
expansion of (x +y +z)7?

Solution. The coefficient is:

7 = 7t =7x6x5=210
2,3,2)  20x3!x2 o
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1.3.4 Multinomial Theorem (Addendum)

In this quick subsection, we will go through the proof of the multino-
mial theorem for a concrete case, this will hopefully make the general
proof clearer.

Example 1.26 (of the Multinomial theorem proof). There is an identity

3
3 _ "1y"25"k
(x+y+z) ) 3(r1’1’2,1’3)x Y2z

r1+r+r3=

Proof. To compute (x +y +z)? directly, we would write

(x+y+2)° = (x+y+2) x (x+y+2) x (x+y+2)
= XXX + XXY + XXz + XYyX + XYy + Xyz + XzX + xzy + xz2z
+ yxx +yxy +yxz + yyx +yyy + yyz + yzx + yzy + yzz
+zxx + zxy + zxz + zyx + zyy + zyz + zzx + zzy + zzz
So notice that the sum expansion of (x +y + z)? is the sum of all

possible sequences of length 3 which we can form with the variables
X, Y, 2.

Next, notice that xxy = xyx = yxx = x2y. In other words, all of
the sequences which have two x’s and one y are the same, and we
can simplify the expression above by collecting all of the terms that
have exactly two x’s and one y

(x+y+z)3 = XXX + XXy + XXZ + XYX + XYy + XYz + XzX + xXzYy + X2z
+yxx +yxy +yxz + yyx +yyy + yyz + yzx + yzy + yzz
+zxx + zxy + zxz + zyx + zyy + zyz + zzx + zzy + zzz
= 3x%y + XXX + XXZ + XYY + XYz + X2X + Xz + x22
+yxy +yxz + yyx +yyy +yyz + yzx + yzy + yzz
+ zxx + zxy + zxz + zyx + zyy + zyz + zzx + zzy + zzz

We knew there were three terms with two x’s and one y by directly
counting. Instead of directly counting, we could try to think about
it combinatorially. We could ask: How many possible sequences of
length 3 formed with the variables x, y,z can we make which have

exactly two x’s and one y.

Now, this is similar to the problem in Example 1.19. We can think
of a sequence of length 3 as a string with 3 letters, and we are asking
the question: How many 3 letter strings can we make with exactly

two x’s and one y?
So, as in Example 1.19, we consider the set of empty slots

S={-1,—2 -3}
and we want to count how many ways there are to partition it into
subsets:
S1 = {Slots which will be declared to be x},[S1| = 2,
Sy = {Slots which will be declared to be v}, |S2| =1,
S3 = {Slots which will be declared to be y},|S3| = 0.

TOPICS IN DISCRETE MATHS

19



From Theorem 1.22, this is (23/0) =3.

More generally, given any r1, 3,73 such that rq +rp +r3 = 3, then
the number of times x"1y"2z"3 appears in the sum expansion is the
same as the number of 3 letter strings which we can make from the
letters x, y, z and which contain the term

a) x exactly r; times,
b) y exactly rp times,
¢) z exactly r3 times.

and we know that this is the same as paritioning the set S of slots into

S1 = {Slots which will be declared to be x}, |S1| = rq,
Sy = {Slots which will be declared to be y}, |S2| = 12
S3 = {Slots which will be declared to be z}, |S3| = 3.

From Theorem 1.22, this is (,, r32 r) =3 0

Ordered partitions with possibly empty parts

In general, we want to answer the question:
Qg9  If you have n indistinguishable elements, which you wish to
divide into r distinct piles, how many ways are there to do that?

For instance, by the end of this section, we should be able to answer
the following question.
Q10 There are 12 indistinguishable rooms to be painted pink, green,
yellow and white. Assuming you have enough paint of each colour to
paint any number of rooms, how many ways are there to paint the 12
rooms? A: 455

Example 1.27. There are 12 indistinguishable glasses to be filled with
red wine, white wine or orange juice. In how many ways can this be
done?

Solution. Since the glasses are indistinguishable, we only care
about the number of glasses filled with each kind of drink. Let

x = #(red wine glasses)
y = #(white wine glasses)

z = #(orange juice glasses).
Since there are 12 glasses in total, these numbers must satisfy
x+y+z=12

In other words, the number of ways of filling the glasses is the same

as the number of triples (x,y,z) of integers satisfying x +y + z = 12.

Hence, we are interested in counting these triples.

TOPICS IN DISCRETE MATHS
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We can do this by forming a string with 14 characters, 12 of which
are "G" and two of which are empty spaces e.g.

GGG GGGGG GGGG
—— ——— ——
x=3 y=5 z=4

There are three blocks of Gs whose lengths give the integers (x,y, z);
in the example above, the string corresponds to the triple (3,5,4).
Thus, the number of of triples (x,y,z) of integers satisfying the
equation x 4+ y + z = 12 is the same as the number of such strings.
The number of such strings is the number of ways of choosing 12
positions out of 14 positions and declaring them to be Gs. By 1.12,
this is (j3) = 91.

This example is a particular case of the general question Qg. This

general question is answered by the following theorem

Theorem 1.28. The number of ways to partition a set of n indistinguishable
elements into v disjoint possibly empty subsets is

(")

S = {al,...,an}

be a set of n indistinguishable elements.

Proof. Let

We would like to partition S into subsets Sq,...S,, where S; are
disjoint and S; U...US, = S.

Since the elements ajy,...,a, are indistinguishable, all we care
about is the number of elements in each subset Sy, ...S,. Let

n; = |Sz‘

Then, in other words, the number of ways to partition S into r dis-
joint possibly empty subsets is the same as the number of tuples of
nonnegative integers (ny,...n,) satisfying

n+...+n =n.

Hence, we are interested in counting these tuples.
We can do this by forming a string of length n +r — 1, where n
characters are Ys and r — 1 characters are empty spaces. For example,

space #1 space #2 space #(r—1)
YYy A~ YYYYY A~ A YYYY
—— —— ——

#Ys represents 1 #Ys represents 1, #Ys represents 1,

which would represent a tuple (3,5,...,4). Hence, the number of
tuples we are interested in is the same as the number of such strings.

The number of such strings is the same as the number of possible
ways to choose n positions out of a set of n +r — 1 positions. By 1.12

(57

this is is:

TOPICS IN DISCRETE MATHS
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Notice that an alternate way to state this theorem is:

Theorem 1.29. The number of solutions of the equation
nm+n+...+n,=n

such that ny,ny, . .., n, are nonnegative integers is
n+r—1
" .
1.4.1  Examples

Example 1.30. What is the number of solutions in nonnegative inte-
gers of the equation

X1+x2+...+x9=21

Solution. We can use Theorem 1.29 with n = 21 and r = 10.
Hence, the number of solutions is

n+r—1\  (21+10-1\ /30 30!
n - 21 T \21) T 21! x 9!

Example 1.31. What is the number of ways of choosing 10 marbles
from a pile of blue, red, and yellow marbles with at least 10 marbles
of each colour and with marbles of the same colour being indistin-
guishable?

Proof. Since the marbles of each colour are indistinguishable, we only
care about the number of each colour we choose. Let

x, = #(red marbles)

xp = #(blue marbles)

xy = #(yellow marbles).

Hence, we want to know how many triples (x;, xp, xy) of nonnegative
integers satisfying
Xr+xp +xy =10

exist. By Theorem 1.29, there are

104+3—1 12
( 10 ) - (10) = 66

ways of choosing marbles. O

TOPICS IN DISCRETE MATHS
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Example 1.32. a) What is the number of ways of dividing 10 indistin-
guishable marbles into 3 cans?

b) What is the number of ways of dividing 10 indistinguishable mar-
bles into 3 cans such that no can is empty?

Solution.

a) We apply Theorem 1.28with n = 10 and r = 3. So, there are
10+3-1 12
< 10 ) B <1o> =6

b) Since every can has at least one marble, we first put one marble in
each can. We are left with 10 — 3 = 7 marbles to divide between
the three cans. By Theorem 1.28, there are

7+3-1
(7757 =z

ways of dividing the marbles.

ways.

Example 1.33. a) What is the number of solutions in nonnegative
integers of the equation

X1+ x4+ x3 =10

b) What is the number of solutions in positive integers of the equation
x1+x34+x3=10
Solution.

a) By Theorem 1.29, this is

104+3-1 12
< 10 ) a <1o> =66

b) We want to count all nonnegative solutions to the equation
x1+x+x3 =10

such that xq, xp, x3 > 1.

Let us define variables y1, 2, y3 such that

y=x-1
y2:x2—1
yz3=x3—1

Notice that y1,12,y3 > 0.

Moreover, the triple of positive integers (x1, x2, x3) satisfies the
equation

X1 +x2+x3=10 (1)

23



if and only if the triple of nonnegative integers (11,12, y3) satisfies
the equation

nt+yt+yz=7 (2)

Hence, the number of positive solutions to Equation (1) the same
as the number nonnegative solutions to (2).

We know from Theorem 1.29 that there are

7+3-1
(7571 =

solutions to Equation (2).

Example 1.34. How many solutions in nonnegative integers are there
to the inequality
X1+ x4+ x3 <22

Solution. let y = 22 — x; — x — x3. Notice that a triple of
nonnegative integers (x1, X2, x3) satisfies

X1+ xp+x3 <22 (3)
if and only if h y > 0 and the tuple (x1, x2, x3,y) satisfies
x1+x+x3t+y=22 (4)

Thus, the number of nonnegative solutions to Equation (3) is the same
as the number of nonnegative solutions to Equation (4). By Theorem

2244-1 25
= = 2300.
(%) - () -2

Example 1.35. How many eleven-letter codewords can be formed by
arranging the letters of the word MISSISSIPPI such that no two of the
Is are adjacent?

1.29 this is

Solution. We can imagine that the four I's are fixed, and that the
other 7 letters must form five blocks of lengths x1, x, x3, x4 and xs.

Block of length x; Block of length x4

— —

TOPICS IN DISCRETE MATHS
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Block of length xq Block of length x3 Block of length x5

For example we can have a string:

xp =1 x4 =1

/_/H /_/H

. mMsP 1, P 1| s I S |1

— — —

x1 =23 x3 =2 x5 =0
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Notice that x1,x5 > 0, but x5, x3 and x4 must be at least one since,
otherwise, we would have consecutive Is.
We want to answer the questions:

a) How many possible ways are there to distribute the lengths of the
blocks?

b) For each configuration of the blocks, how many ways are there to
distribute the letters?

To answer (a), note that the number of possibilities for the length
of the blocks is the number of solutions to the equation

X1+X0+x3+x4+x5=7 (5)

with x1, x5 > 0 and and x5, x3,x4 > 1. Let

yZZXZ—l
y3:x3—1
y4=.X'4—1.

Then, the number of solutions to the Equation (5) is the same as the
number of solutions to the equation

x1+y2+ys+yst+xs=4 (6)
which, by Theorem 1.29, is

(1))

Hence, there are 70 possible configuration of blocks around the Is.
Let us next consider question (b). For each configuration of the

block, we have to distribute the 7 remaining letters: 1 M, 4 Ss, 2 Ps.

To do this, we have a set of slots
S={-1,...,—7}
and we have to partition it into the sets

S1 = {Slots declared to be M}, |S1| =1
S, = {Slots declared to be S}, |S,| =4
Sz = {Slots declared to be P}, [S3| =2

Using Theorem 1.22, there are

7 7!
(1,4,2> = axa o

ways of doing this.
Thus, the total number of codewords is 70 x 105 = 7350.

TOPICS IN DISCRETE MATHS
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Inclusion-Exclusion Principle

By the end of this section, we should be able to answer the follow-
ing question.
Q11 Find the number of positive integers less than or equal to 200
which are divisible by 3, 5, or 7. A: 108

Let A and B be finite sets. Recall the Addition Principle: If A and
B are disjoint, then
|AUB| = |A| + |B].

In general, however,
|AUB| < |A] +|B|

because in |A| + |B|, the elements of A N B are double counted. Picto-
rially,

20 |

AU A, BiUB,

Lemma 1.36. Let A and B be finite sets. Then,
|AUB| = |A| + |B| — |AN B

Proof. This essentially follows from three observations. First, notice
that A U B has three disjoint subsets:

a)A— (ANB)
b) B— (ANB)
¢cANB

A B

Moreover, these three subsets are such that
(A—(ANB)) U (B—(ANB)) U (ANB)=AUB
Finally, since the subsets appearing in the LHS are all disjoint, we can
apply the addition principle:
|AUB|=|A—(ANB)|+|B—(ANB)|+|ANB|

=|A|-|ANB|+|B| - |ANB|+|ANB|
(Subtraction principle)

= [Al+[B| - [ANB]

TOPICS IN DISCRETE MATHS
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Example 1.37. Suppose now we have finite sets A, B, C. Then, the
result of Lemma 1.36 can be iterated in order to compute |A U B U C|.
Let X = BUC. Then,

AUBUC=AUX
and so
IAUBUC| = |[AUX]|
= |A|+ |X]| - |ANX]| (By Lemma 1.36)

=|A|+|BUC|— |ANX]| (since X = BUCQC)
= |A|+|B|+|C|—|BNC|—-|ANX| (By Lemma 1.36)

Now,
ANX=AN(BUC)=(ANB)U(ANC)

The latter equality can be seen via the diagrams:

A A

‘ AN(BUCQC) ANB
A

(
B ' C B
BUuC
Diagram 1 Diagram 2

Thus, by Lemma 1.36,
|ANX| = |(ANB)U(ANC)| =|ANB|+|BNC|—|(ANB)N(BNC)|.
Finally, notice that

(ANB)N(BNC)=ANBNC.

(This can also be seen in Diagram 2 above!)
Hence,

[ANX|=|ANB|+|ANC|—|]ANBNC|
Putting this all together,

|AUBUC| = |A|+|B|+|C|—|BNC|—-|]ANB|—|ANC|+|]ANBNC|
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The general formula for when we have n sets is given by the
Inclusion-Exclusion Principle.

Theorem 1.38 (Inclusion-Exclusion Principle). Let Aq,..., A, be finite
sets. Then,

n
AU UA =Y A=Y JANA+ Y [ANANA]—...+(=1)" HAIN...N A,
i=1 i<j i<j<k

N Try to expand this for-

mula out in the case of
A1, Ay, Az, Ay

Definition 1.39. Let x € R. Then the floor of x, denoted as |x] is the
highest integer less than or equal to x. E.g. |43.8] = 43.

Example 1.40. Find the number of positive integers less than or equal
to 100 which are divisible by 3 or 7.

Solution. Consider sets

A = {positive integers less than or equal to 100 and divisible by 3},
B = {positive integers less than or equal to 100 and divisible by 7},

AU B = {positive integers less than or equal to 100 and divisible by 3 or 7}
We thus we want to find |A U B|. By the Inclusion-Exclusion principle,
|[AUB| = [A] +[B] - |ANB| (7)

a) Finding |A|.
An integer d is divisible by 3 if d = 3 x n for some integer n. We
can therefore list all of the integers smaller than or equal to 100
which are divisible by 3 as:
3x1, 3x2 , ... , 3><33_/ , 334;
33 is the highest
integer n such
that 3 x n < 100

highest integer n
|A| = ( such that ) =33
3 xn <100
where we found that the highest such integer was 33 by trial and

Hence,

error. More easily,

highest integer n
100
such that = L7J =33
3 xn <100
b) Finding |B|
Similarly, |B| = [19| = 14.
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c) Finding |A N B|
Observe that

AN B = {positive integers less than or equal to 100 and divisible by 3 and 7}

= {positive integers less than or equal to 100 and divisible by 3 x 7 = 21}

Thus,
100

21
Subbing all this back into Equation (7),

IANB| = | — | = 4.

|AUB| =33+ 14 — 4 = 43,

Example 1.41. An Enigma machine has 5 rotors. Each day 3 rotors
must be chosen in order, subject to the condition that no rotor may
be chosen in the same position on two consecutive days. Given
yesterday’s choice, how many choices are possible today?

Solution. Let
S = {rotor 1, rotor 2, rotor 3, rotor 4, rotor 5}

be the set of 5 rotors. A choice of 3 rotors in order corresponds to a
3-permutation of S, and so the set of all possible choices is P(S, 3).
Suppose that the choice of rotors yesterday was:

rotor a, rotor b, rotor c.

Let

Aq = {3-permutations with the same rotor as yesterday in position 1}

= {rotor 4, rotor i, rotor j | rotor i, rotor j € P(S — {rotor a},2)}

Define A; and Aj similarly. Then, the set of possible choices today
where at least one rotor is in the same position as it was yesterday
is Aj U Ay U As. Hence, using the Inclusion-Exclusion Principle, the
number of desired choices today is

‘P(S,3) — A UA2UA3| = |P(S,3)| — |A1 UAzUAgl
5!
]
=60 — [A1] — [Az] — [A3]
+ |A1 ﬁA2| + |A2ﬂA3| + ‘Al ﬁAz‘
— A1 N AN Ay 8)

—|A1 U Ay U A3| (By Theorem 1.10)

Therefore, it suffices to find the cardinalities of the sets in Equation

(8).

First, notice that an element of A; is a sequence
rotor a, rotor i, rotor j

where rotor i, rotor j is a 2-permutation of S — {rotor a}. So every el-
ement of A; corresponds to exactly one element of P(S — {rotora},2)
and vice-versa. Therefore,

4!
|A1| = |P(S — {rotor a},2)| = 5 = 12



Similarly,
4!
|Az| = |As| = o =12

Next, consider the set

A1N Ay = {rotor a, rotor b, rotor j | rotor j € S— {rotor a, rotor b} }.

Every element of this set corresponds to exactly one element of the
set S — {rotor 4, rotor b} and vice-versa. Therefore,

|A1 N Ay| = |S — {rotor a,rotor b})| =3

Similarly,
|A1 N A3| = [A2 N A3 = 3.

Finally, observe that
A1 N Ay N Az = {rotor a, rotor b, rotor ¢}

and so it only has one element.
Putting all of this into Equation 2, we get that

|A1 UA2UA3| =28

and so, subbing this into Equation 1, we get that the number of
desired choices today is

60 — 28 = 32.
Derangements

Definition 1.42. A derangement of an n-permutation is a new
permutation with the same 1 elements and where no element appears
in its original position.

Example 1.43. Let S = {1,2,3,4,5}. What are examples of derange-
ment of the permutation: 1234?

Solution. There are 9 of them. Here are a few: 2341,2413,2341, ...

Example 1.44. Let S = {1,2,3} and write d; for the number of
derangements of the permutation 1,2,3. What is ds?

Solution. Let
Aq = {3-permutations of S with element 1 in position 1}
= {1,(12,(13, | ap,a3 € P(S — {1},2)}}.

Define A and Aj similarly. Then, A; U Ay U A3 is the set of 3-
permutations of S where there is at least one element i € S which is
in position i.

Therefore, the set of derangements of 1,2, 3 is

P(S,3) — AT UA U As.
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Hence,
d3 = |P(S,3)] = [A1U A U A3 =31 — [A;UA UAs|  (9)
To compute |A; U Ay U Az| we will use some facts:
a) |A1] =|Asx] =...=|As =B —-1)! =21 =2, [Why?]
b) [A1NAy| =|A1NA3] =]A2NA3|=3-2)!=1=1, [Why?]
c) [A1NA;NA3]l=|(3-3)!=0!=1. [Why?]
By the Inclusion-Exclusion Principle,
|A1 U Ap U As| =[Aq| + |Ag] + [A3]
— A1 N Ay| — [A1 N Az| — [A2 N A3
+|A1N AN Az
which simplifies to
|AJUAUA3| =24242-1-1-1+1=4
Plugging this back into Equation (9),

dy=31—4=2.

In general,

Theorem 1.45. Let S = {ay,...,a,} and write d, for the number of
derangements of the permutation ay,ay, ..., ay. Then,

n (_1)1‘
d, =n! x 1;) T

Proof. Let
A; = {n-permutations of S with element 4; in position i}.
E.g. Aj is the set of n-permutations of S which look like
a1, iy, - .., aj,
Then,

A1U...UA, = {n-permutations which have a; in position 7 for at least one i}

Le. AjU...UA, is the set of permutations where there is one i such
that g; is in its original position.
Therefore, the set of derangements of a1,ay,...,4a, is

P(S,n)—A1U...UA,
Hence,
dy =|P(S,n)|—|A1U...UA,| =n!—|A1U...UA,| (10)

To compute A1 U...U A,| we will use some facts:
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a) Let r be an integer with 1 <7 < n. Then,
[AyN...NA| =(n—r)l
In fact, the intersection of any combination of r subsets
AN NA;,

chosen from the list Ay,..., A, has (n —r)! elements. [Why?
Hint: The permutations in this intersection are the same thing
as permutation of the n — r elements which are not fixed in the
intersection]

b) There are (’rl) combinations of ¥ subsets chosen from the list A1, ..., A;.
[Why?]

By the Inclusion-Exclusion Principle,

AU UA =Y A=Y JANA+...+ Y A NAL N NA [+ .+ (=D)" T AIN..N A,

i i<j i1<...<iy
(11)
From fact (a) with » = 1, we know that
Y lAil = A1l +... + [Ad]
i
=n—-D'+m-1+...+(n-1)!
n times
=nx(n—1)!
n!
=1 (12)
Similarly, by fact (a) with r = 2,
Z|AmA]«| =|A1NAs| + A1 NAs| + ...+ |A,_1 N Ay
= Summing over all possible combina-
tions of 2 subsets chosen from the list
Aq,..., Ay
By fact (b), there are (5) combinations.
= (n—2)14...4+ (n—2)!
(3) times
= <’;> % (n—2)!
n!
=7 (13)
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In fact, by fact (a), for each 3 <r <,

Y AN NA=[ANAN L NA]+ A NAZN . NAN A+ ...

1 <ip<..<iy

Summing over all possible combina-
tions of r subsets chosen from the list
Al,..., Ap.

By fact (b), there are (') combinations.

= (m=—r)t+...+m—r)

(1) times
n
= —7r)!
(r) X (n—r)
n!
= (14)
Substituting Equations (12)-(14) in Equation (11) we get that
n! n! n! " n!
|AjU...UA,| = T ] —...+(-1) ]
~~ ~~ ~~ ~—
r=1 r=2 r=3 r=n
subsets subsets subsets subsets
Substituting this expression into Equation (10) gives us
n!  n! nl a1
dn:n!*ﬁ+5*§+ ..+(*1) ]
1 1 1 21
n (__1)i
=n! x Z T
i=0
O
Corollary 1.46. As n — oo, then % — %
Proof. From Theorem 1.45, % =Y, (71»!1)1 — % as n — oo. The
graph would look something like this:
dy/n! °
[ J
[ J
—————————————— s 1/e
[ ]
> 1
O

Example 1.47. For Secret Santa, n people throw their name into a hat.
Each person then takes out a name from the hat at random. In the
limit for very large n, what is the probability that no participant gets
their own name back?

Solution. Let P be the probability that no participant gets their
own name back. Then,

# outcomes where no participant gets their own name
#outcomes

P




We can compute P by considering the set of all names,
S = {name 1,...,name n}.

An outcome is the same an n-permutation of S. For example, the
permutation
name n,name n —1,...,name 1

represents the outcome where the first participant gets name #, the
second gets name n — 1 and so on.

By Theorem 1.10, there are n! permutations, and so the number of
all outcomes is n!.

To compute the number of outcomes where no participant gets
their own name, consider the permutation of S:

name 1,name 2,...,name n.

which represents the outcome where everyone gets their own name
back.

Then, the outcomes where no one gets their own name back are
the same as the derangements of this permutation.

Thus, the number of outcomes where no one gets their own name
back is d;,

Therefore, P = % and so, by Corollary 1.46, as n — oo, then

94 5 1/e. Hence, in the limit of very large 7,

n!

P:1~0.37
e
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Recurrence Relations

Example 1.48. Suppose that a loan of £100 is repaid by monthly
instalments of £5, and that each month interest of 2% is added to the
remaining balance. Let the remaining balance at the end of the nth
month be 4, pounds. Compute a,

Solution.
ap = 100 (starting balance)
pay £5
/_/R
ap = 1.02 xag — 5

—

add 2% interest to

the balance at the

end of the previous
month

ap =102 xa, 1—-5

This allows us to construct a sequence:

agp = 100
a =97
a, = 93.94
az = 90.82

In the example above we defined a sequence (a,) by defining the
nth term of the sequence as an expression of the previous terms. Such
an expression is called a recurrence relation.

We used this relation to compute the terms ay,ay, . .. successively
starting with the value a9 which we declared to be 100. The specifica-
tion ag = 100 is called the initial condition.

In some cases, it is possible to find a formula for a, in terms of n.
This is called solving the recurrence relation with initial conditions .

1.7.1 Iteration

In simple cases, we can sometimes solve the recurrence relation with
initial conditions using iteration.
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Example 1.49. Solve the recurrence relation
a, =1.02xa, 1 -5 (n>1)
with ap = 100.
Solution. Applying the recurrence relation again and again:
4 =1.02xay—5-5
4y =1.02x a3 —5=1.02x (1.02 x ag—5) =5 = 1.02> x ap — (1.02 + 1) x 5
a3 =1.02 x ap — 5= 1.02 x (1.02% x a9 — (1.02+1) x 5) — 5 = 1.02° x a9 — (1.022 +1.02+ 1) x 5

From these first three terms, it is reasonable to guess that a, must
satisfy the formula:

an = 1.02" x ag — (1.02" 1 +1.02" 2 4 ... +1.02+1) x5 (15)

As you will show in your tutorial sheet, it follows by induction
that a,, satisfies Equation (15). We can further simplify this equation
by using the geometric series to show that

1—1.02"

n—1 n—2 _
(102" +1.02" 2 4+ 1024 1) = T—— =

=50 x (1.02" — 1)
so that
an = 1.02" x ag — 250 x (1.02" — 1)
= (ap — 250) x 1.02" 4 250

Finally, to get a closed formula for a, only in terms of 1, we sub
the initial condition a9 = 100 into the Equation above

a, = 250 — 150 x 1.02".

1.7.2 First Order Linear Recurrence Relations with Con-
stant Coefficients
A first order linear recurrence relation with constant coefficients is
a recurrence relation of the form
ay = Aa,_1 + B(n)
where A is a nonzero constant and B(n) is an expression in terms of
n.
Example 1.50. The recurrence relation
Ay = a,_1+3"1

is a first order linear recurrence relation.

As you will show in your tutorial exercises, if B(n) = C is a
constant, we can always use the iteration process in Example 1.49

to solve these recurrence relations. In fact, you will show that a
recurrence relation of this form always has the general solution:
1—-A"
1-A
where K is a constant to be determined by initial conditions.

a, =K- A"+ x C

Example 1.51. If we substitute A = 1.02 and B(n) = —5 in the
equation above, then we recover the solution of Example 1.49.
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1.7.3 Second Order Linear Recurrence Relations with
Constant Coefficients

It is not always possible to use the iteration method to solve more
complicated recurrence relations with initial conditions. For example,
it is not generally possible to solve second order recurrence relations
using iteration.
A second order linear recurrence relation with constant coefficients
is a recurrence relation of the form

ay, = Aa,_1+ Ba,_5+ C(n)

where A, B are nonzero constants and C(n) is an expression in terms
of n.
If C = 0, then the recurrence relation is homogeneous.

1.7.4 Solving Homogenous Second Order Recurrence
Relations

We will learn how to solve the recurrence relation

an = Aay_1 + Bay_» (16)

The process of solving homogeneous second order recurrence
relations is very similar to the process of solving second order ODEs
(which you might have learned in Maths 1 or 2D)!

The main idea is the following: If we can find two linearly in-
dependent expressions f;; and g, in terms of n which both satisfy
Equation (16) (I.e. f;; and g, satisfy the rules

fn = Afnfl + Bfn—z
n = Agn—l + Bgn72'
as in Equation (16)), then the general solution to Equation (16) will

be
ap =KX fu+LXxXgn

where K and L are constants to be determined by initial conditions.

Example 1.52. Let’s consider a recurrence relation
ap =5a,_1 —6a, 2 (17)

with initial conditions ag = 0 and a1 = 1.

We can try to guess two expressions f,; and g, which satisfy Equa-
tion (16).

Let’s guess f;, = 2". Then we can check that it satisfies Equation
(16):

5fu1—6fn2=5x2""1—6x2""2=2""2x(5x2-6)=2""2x2?

Similarly, g, = 3" satisfies Equation (16).
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Hence, the general solution to Equation (16) is:
ap = Kx2" 4+ L x 3",

where we can find the constants K and L by subbing in our initial
conditions.
Since ag = 0 and a; = 1, then

0=ap=Kx2'+Lx3"=K+L
1=a; =2K+3L

Solving the equations for K and L gives K = —1 and L = 1. That is,
the solution is
a, = =2"+3" O

In the example above, we just guessed the expressions f; = 2" and
gn = 3". However, guessing random functions isn’t a very efficient
process to solve these equations!

Q12 What is an efficient way to guess expressions f,; and g, which
will satisfy Equation (16)?

A: Let’s say we have a recurrence relation as in Equation (16). We
can try to guess a function f, = t", where t is any nonzero number,
and we can "force" f to satisfty Equation (16).

The expression f,, = " satisfies Equation (16) if and only

fn = Afn—l +fhn72
"= A" 4 B2
=t A BI"2 =0
"2 x (> - At—B) =0.

Since t # 0, the equation above is satisfied if and only if
> — At—B =0. (18)

Hence, f, satisfies Equation (16) if and only if ¢ is a root of the Equa-
tion (18). Equation (18) is called the auxiliary equation associated
to Equation (16).

If the auxiliary equation has two distinct roots « and S, then this
means we have found two expressions f, = #" and g, = p" which
satisfy the recurrence relation! In other words, we have proved the
theorem:

Theorem 1.53. If the auxiliary equation has two distinct roots « and f,
then the general solution of Equation (16) is

ap, =Kxa"+Lxp"
where K and L are constants to be determined by the initial conditions.

Note: This method also works for homogeneous first order recurrence
relations. In the first order case, B = 0 and so the auxiliary equation
is:

0=t —At=tx(t—A)
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which has one root &« = A. When working with first order recurrence
relations, we only need to find one linearly independent solution and
so the general solution is:

a, =K-A"
where K is a constant to be determined by initial conditions.
Example 1.54. Consider again a recurrence relation in Equation (17)
ay = 5ay_1 — 64y

with ag = 0 and a; = 1. Then, A =5, B = —6 and so the auxiliary
equation is:

0=1t>—5t+6=(t—2)(t—3).
which has roots « = 2 and B = 3. Hence, the solution to this
recurrence relation is
a, =K x2" + L x 3"
where K and L can be determined by the initial conditions:
0=ap=Kx20+Lx3"=K+L
1=a; =2K+3L

Solving the equations for K and L gives K = —1 and L = 1. That is,
the solution is
a, =—-2"4+3". O

In examples, we will run into cases where the auxiliary equation
only has one (repeated) root. To solve these cases we will need:

Theorem 1.55. If the auxiliary equation has only one root «, then the
general solution of Equation (16) is

a, =Kxa"+Lxnxa"
where K and L are constants to be determined by the initial conditions.
Example 1.56. Solve the recurrence relation
ap =4a,-1 —4n—2
with a; =1 and a; = 3.
Solution. Here, A = 4, B = —4, and so the auxiliary equation is
0=t —4t+4=(t-2)%
which has only one root & = 2, and so the general solution is:
a4y, =Kx2"+Lxnx2"=2"x(K+ L xn)
where K and L are constants to be determined by the initial conditions:
1=a; =2K+2L
3=ay;=4K+8L.

These equations imply that K = L = 1/4. Thus, the solution is

n

2
an:ZX(l-i-n).
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1.7.5 Combinatorial Example
Imagine you have a 2 x n board:

1 2 3 4 5 6 n

and let’s say we have dominos

A tiling of a 2 x n board is a a placement of identical domino

pieces filling out the board entirely.
For example, there are 3 possible tilings of a 2 x 3-board is:

1 2 3

The question we will answer is: How many possible tilings are
there of a 2 x n board?
Solution. Let b,, denote the number of tilings of a 2 x n board.
We will first show that

a) bo =1 ’ bl =1
b) by =by—1 +by—2.
and then we will solve this recurrence relation.

a) We will just establish by convention that there is only one way to
tile a 2 x 0 board: You don't tile it at all! Hence, by = 1.

Moreover, there is only one way to tile a 2 x 1 board: we place a
vertical domino in column 1, hence b; = 1.
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b) To prove (b), let’s say we will start tiling the 2 x n board from the
right. Notice that we can start tiling in one of two possible ways:

(1) We place a vertical domino in column 7.
Then, we are left with a 2 x (n — 1) board
which needs to be tiled. There are b,,_; ways
to tile this board.

1

Any tiling of a 2 X (n — 1)-board

—> There are b,_; possible tilings if we
start this way.

(2) We place two horizontal dominos in
columns n — 1 and n. Then, we are left with
a 2 x (n —2) board which needs to be tiled.
There are b,_, ways to tile this board.

1 2 n—1

n

Any tiling of a 2 X (n — 2)-board

—> There are b,_; possible tilings if we
start this way.

Thus, the number of total possible ways to tile a 2 x n board is

by = bn—l +by—2

c) All that’s left to do is solve the recurrence relation

bn = bnfl + bn—2

with bg = b = 1.

This is a second order homogenous linear recurrence relation with

constant coefficients, hence we start by writing down the auxiliary

equation
2—-1-1=0
which has roots
1++5
N =
2
N——
Golden ratio
1-5

Therefore, the general solution is:

b, = K x <1+\/5>W+Lx<

2

1-+/5
2

s



where K and L are constants. Plugging in the initial conditions

l=by=K+1L

1=b =Kx <1+2‘/§>+L>< (12ﬁ>

Solving for K and L gives

1
K=
V5
1
L=——.
V5

Thus,

bfzzx(<u;@y_<L?@y>

The sequence (by) is the Fibonacci Sequence.

1.7.6 Solving Inhomogenous Recurrence Relations

We will learn how to solve recurrence relations of the form
tn = Ady_1 + Bay_p + C(n) (19)

where A and B are constants (with A # 0) and C(n) is a nonzero
expression in terms of 7.
We say that the homogeneous equation associated to Equation (19)
is
a, = Aa,_1+ Ba,_». (20)
A special solution to Equation (19) is any expression aﬁf) in terms
of n which satisfies Equation (19).

Example 1.57. Consider the recurrence relation

ap = a, 1 + 3" L.

(s)

Then, the expression a,” = 1 x 3" is a special solution to this recur-
rence relation since:

%><3”*1+3”71 = ; x 31 = % ><3”:an)

11,(21 +31 =
Theorem 1.58. Suppose we have a recurrence relation as in Equation (19).
Let a,(qh) be the general solution to the associated homogeneous recurrence
relation. Let aﬁ,s) be any special solution to Equation (19). Then, the general
solution to Equation (19) is:

ap = a,(qh) + a,(ﬂ
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Example 1.59. Solve the recurrence relation
ap = Ap—1 + 3nt
with a9 = 1.

Solution.
. . . S
The recurrence relation has special solution a,(1 ) = % x 3"
The homogeneous recurrence relation associated to it is

n = ap—1

which is a first order recurrence relation with A = 1. Hence, it has
general solution

(h)

o () _ 0

=1"xay" = a,
(h)

where a;,’ is a constant to be determined later.
Therefore, the general solution to the recurrence relation is:

1
a, = a,(f) +a,(1h) =5 X 3" +a(()h).

Plugging in the initial condition:
1
1:a0:§><30+a(()h)
(n)

and solving for a; ’ gives

(m _ 1
ay’ = 5
Therefore,
1
a, = 3 x (3" +1).

Q13 How to determine special solutions a,(f)?

A: We can try to make educated guesses— Special solutions are
usually similar to C(n), hence try guessing expressions which are
similar to C(n). For example,

TOPICS IN DISCRETE MATHS 43

(s)

C(n) Try for a,,
cxrtforc,re R Kxr"forKeR
cxe"forc,re R K x e

c1cos(ry X n) 4+ cysin(rp x n) for c1, ¢, 11,73 € R | Ky cos(r; x n) + Ky sin(ry x n) for Ky, Ky € R

co+ein4con? 4. 4 Ko+ Kin+ Kon? + ... + Kjn/

fOl‘C(),...,C]‘E]RWithC]‘#O for Ky, ...

Note: If C(n) = c]-nf, still need to try Ko + Kyn + Kpn? +... + K]-nf
not just anf.

,K; € R with K; # 0.



In certain cases, we can we more precise.
Consider a recurrence relation as in Equation (19), and suppose
that it is a second order recurrence relation. L.e. suppose that B # 0.
The homogeneous recurrence relation associated to Eq (19) has the
auxiliary equation:
0=t —At—B

with roots & and B.

Lemma 1.60. If C(n) = ¢ X ", where c is a constant, then

a) If r # aand v # B, then a,(f) = K x 1", where K is a constant.
b) Ifr =a % B, then a,(f) = K x n x r"", where K is a constant.

c) Ifr=a =B, then aﬁls) = K x n% x ", where K is a constant.

Note: This also applies to first order recurrence relations. Le. if
ap =AXa, 1+cxr, andif A # r,thenaﬁls) =Kxr". IfA=r,
then aﬁf) =Kxnxr",

Example 1.61. Solve the recurrence relation
ay, =3a,_1+10a,_, +7 x 5" (Equation 3)
with a9 = 4 and a1 = 3.
Solution. (1) First find a,(f).
The associated homogeneous recurrence relation is

ay = 3a,_1 +10a,_»

which has auxiliary equation
0=1t>—3t—10= (t—5)(t+2)

with roots « = 5and g = —2.
Thus,
al) = K/ x 5"+ L x (—2)".

where K’ and L’ are constants to be determined later.
(2) Next find a*).

Since C(n) =7 x 5", then C(n) is as in Lemma 1.60 (b). Thus, the
special solution is
a,(f) =K xnx5"

for some constant K, which is part of our guess. To find K, we plug
(s)

a,’ into the recurrence relation in Eq (19) and solve for K:
Kxnx5"=3xKx(n—1)x5""14+10x K x (n1—2) x 5" 247 x 5"
Solving for K gives K = 5. Thus,

) = n x 5"
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(3) Solve Equation (19)
The general solution to Eq. (19) is:
a, = aglh) +a7(15) = K x 5" + I/ % (_2>n +1x 5n+1

Now that we have the full general solution, we can plug in the initial
conditions to find K" and L'.

Plugging in initial conditions:
4=qgg=K+1L
3=ua3 =5K —2L"+25
Solving for K" and L’ gives K’ = —2 and L' = 6. Thus, ,

ap =nx 5" -2 x5 46 x (=2)".

1.7.7 Combinatorial Example 2

Suppose we have a bracelet with n beads:

Let b, be the number of ways of colouring these beads pink, yellow,
green, blue such that adjacent beads have different colours (Note:
Bead 1 and bead # are adjacent). What is b,,?

Solution. If we begin by colouring bead 1:

colour has to be

4 possible different from bead

n — 1 but also from
bead 1

colours

3 possible 3 possible
colours colours
3 possible
colours

3 possible

colours
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How to count the possibilities of the last bead?
Notice that

bracelets with bead

bracelets with bead bracelets with bead . .
. . . . n painted a differ-
n painted a dif- n painted a dif-
= - ent colour than n —
ferent colour than ferent colour than 1 but )
ut same colour
beads n — 1 and 1 bead n — 1
as 1
by M

and so we just need to compute M and N.
Well, we can compute M in the following way: There are 4 possible
colours for bead 1, 3 possible colours for beads 2,4, . ..n. Therefore,

M =4 x3"1,

Next, we compute N. In these cases, the colour of bead n is
determined by bead 1. So, to compute N, we need to count how
many ways there are to colour beads 1,2,...7n — 1 such that

a) Adjacent beads have different colours,
b) Bead n — 1 has a different colour than bead 1.

Notice that this is just b, (i.e. it is the number of ways to colour
a bracelet with n — 1 beads such that adjacent beads have different
colours).

Thus, by is given by the recurrence relation:

by=M—-N=4x3"1—-p, ;. (21)

The initial condition is b; = 0, since the first bead is adjacent to itself
and so there is no way to colour one bead such that adjacent beads
have different colours.

All that’s left is to solve this recurrence relation! To do this, we
need to find bﬁ,h) and b,(f).

The associated homogeneous equation is:

which has general solution
Y = (—1)" x b,

For a special solution, since C(1) = 4 x 3"~! (and 3 # —1) we can

try
bl = K x 3",
Plugging bﬁ,s) into Equation (21)
Kx3"=4x3"1-Kx3"1

and solving for K gives K = 1.
Thus, the general solution to Equation (21)is:

by = b + b5 = (=1)" x ") + 3",
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Plugging in initial conditions,
0=b; =—b" +3

Solving for béh> gives b(()h) = 3. Thus,

by, =3 x (—=1)" +3".

Q14 Bonus: Can you find a formula for b, if instead of 4 colours
we have k colours?

1.7.8 Bonus: Higher Orders

A jth order homogeneous linear recurrence relation with constant
coefficients is a recurrence relation of the form

ap = Cray—1 + Coay—p + ...+ Cjay_; (22)

The process of solving these equations is very similar to the process
of solving second order relations, except that now we need to find j
linearly independent trial functions.

Equation 5 has auxiliary equation :
V-Gt 1 =Gt 2= ... —Ci1t =G

Theorem 1.62. If the auxiliary equation has j distinct roots a1, ..., «;j then
the general solution to Equation (22) is

a, = Ky xa’f+K2xo¢§+...—|—Kj><zx;l
where Ky, ..., K; are constants to be determined from the initial conditions.

Theorem 1.63. If the auxiliary equation has s distinct roots a1, . . ., as with
multiplicities my, . .., ms, then the general solution to Equation 6 is:

2 n

X 0+ oA Ky o1 x 0™ x o
-1

lln:Kll()X[X;Z—FKlJXﬂXOC;Z—FKl,zXVl

2

+K2,0XD(§+K2/1 XTIXIXS—FKZ,zXTl Xﬁcg—f—...—‘rKQ,mz,l x n'2 Xﬁég

+ Koo X al' + K x 1 x & + Ko X 1% X & 4 ...+ Kg 1 x 0™ 71 x ol

where K; g are constants to be determined from the initial conditions.
Example 1.64. Solve the recurrence relation
ap = 6a,_1—1la,,_» + 6a,,_3
with a; = 3,ap = 6 and a3 = 14.
Solution. The auxiliary equation is

0= —62+11t—6 = (t—1)(t—2)(t —3)
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which has roots a1 = 1, ap = 2 and a3 = 3. Thus, the general solution
is
a, =K-1"+L-2"4+M-3"==K+L-2"+ M -3".
The initial conditions give
3=m =K+2L+3M
6 =ay=K+4L+9M
14 = a3 = K+ 8L + 27M.

Solving for K,L,M gives K = 1, L = %, and M = % Hence, the
solution is
ap =1+2""1 4371

Example 1.65. Solve the recurrence relation
ap =5a,_1—8a,_»+4a,_3
with ag = 6,47 =7 and a, = 11.
Solution. The auxiliary equation is
0=1t>—5248t—4=(t—1)(t—2)?

which has root &1 = 1 and repeated root &y = 2. Thus, the general
solution is:

a, =K-1"+L-2"+M-n-2"=K+L-2"+M-n-2"
The initial conditions give
6=a9p=K+L

7 =a, = K+2L+2M
11 =ay = K+ 4L + 8M.

Solving for K,L,M gives K = 7, L = —1, and M = 1. Hence,t he
solution is
ap=7—-2"4+n-2"
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Number Theory and Cryptography

So far: We have been counting whole numbers of things, and so
we have been using the natural numbers as tools.
From now on: We will study the natural numbers themselves.

In this second part of the course, we will be tackling the question:

Q1 What problems can we solve with just the properties of the
natural numbers themselves?

This is one of the main questions studied by number theory.
We will also study the applications of number theory to:

¢ Cryptography,

¢ Error detecting/Correcting codes.

Congruence to a Modulus
The goal of this section is to revise some modular arithmetic.

2.1.1  Divisibility

Definition 2.1. Given integers m and a we say that m divides a and
write m | a if - is an integer. If - is not an integer, we write 1 { n.

Note: m | a if and only if @ = gm for some integer 4.

Qz Can we write a in terms of m if m { a?

Lemma 2.2 (Division Algorithm). Let m be a positive integer and let a be
an arbitrary integer. Then, there are unique integers q and r with0 < r < m
such that a = gm +r.

Proof. Left as an exercise. The idea is that we can always take a large
enough ¢ so that ¥ = a — gm is as small as possible. O

Note: In the expression a = gm + r, the integer g is called the
quotient and the integer r is called the remainder when one
divides a by m.

2.1.2 Congruence to a modulus

Our goal now is to build up modular arithmetic.
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Definition 2.3. Let m be a positive integer and let 4 and b be any
integers. We say that a and b are congruent modulo m and write

a=b mod m

if a and b have the same remainder when divided by m.
If a and b are not congruent modulo m we write

azb mod m

Note: For an equivalent definition of congruence:

a=b modm <—

a=qm+r,
b=gom+r

a—b=(qp—q1)m < m| (a—D)

In practice, this latter condition is sometimes easier to use.

Example 2.4. Some simple examples:

* 17=-23 mod>5
since 17 — (—23) =40 and 5 | 40.

e 103 mod4
since 10 -3 =7and 417.

We would like to work with integers up to this notion of congru-
ence, and we would like to check that congruence is "compatible"
with addition, subtraction and multiplication.

Theorem 2.5. Let m be a positive integer, and a1, az, by, by be integers. If
a1 = ap, mod m and by = by mod m then

a+by=ay+by modm
am—by=a—by modm
aby = ;by mod m
Proof. Exercise. O

Another interesting object we can define is the congruence class of
an integer modulo m.

Definition 2.6. Let m be a positive integer and let a be any integer.
Write a = gm + r. The set

[a];n = {integers which are congruent to b modulo m }

= {integers which have remainder r when dividing by m}

is called the congruence class or residue class of a modulo m.

TOPICS IN DISCRETE MATHS 50



Note: If a2 and b are integers with the same remainder when
dividing by m then [a],, = [b]m! We call the elements a and b
representatives of the same congruence class.

Note: Let a be any integer. Then, we can use the division algo-
rithm to write a = gm + r. Since r = 0 X m +r, then [a], = [r]m
by the observation above. Hence, a and its remainder always
represent the same congruence class.

Eg. 5=_1 x_3 —i—\,_/and so [5]3 = [2]s.

q m r

Note: Write ¢ = gm + r. Then, we can list all of the elements in
[a]m in the following way:

Example 2.7. The congruence class of 5 modulo 3 is

e, (q=2)ym+r, (q—V)m+r, gu+r, (g+1)m+r, (g+2)m+1...
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Bls=1{..., ~1x3+2, 0x342, 1x3+2, 2x3+2, 3x3+2,...}
={...,-1,2,5811,...}
= [2]5
= [8]3
=[-1]5

Example 2.8. We can also ask the question: How many congruence
classes modulo 3 are there?

Solution. Consider the congruence classes
0]3={...,—6,-3,0,3,6,...} (r=0)
1]3={...,—5-2,1,47,...} (r=1)
2]3={...,—4,-1,2,5,8,...} (r=2)

We claim that these are all of the congruence classes.

Let a be any integer. Then, by the division algorithm, a = 3q + .

The remainder r when dividing by 3 is bounded by 0 < r < 3, so the
only possible values for the remainder are: 0,1,2
Since [a]3 = [r]3, then [a]3 must be equal to one of: [0]3, [1]3, [2]3.

More generally, the remainder when dividing by m is bounded by

0 < r < m, and so the only possible values for r are 0,1,...,m — 1.

Hence, there are m congruence classes modulo m:

(01, (L - - -, [11 — 1o



We can now define the set

Z/m = {[0m, [m, ..., [m—1m}

of congruence classes modulo m. We can define addition, subtraction
and multiplication on this set due to the following result.

Theorem 2.9. Let m be a positive integer and let [a],, and [b],, be congru-
ence classes in Z./m. Define the operations:

Then, these operations are well-defined.

Proof. This essentially follows from Theorem 2.5; Try proving this as
an exercise! O

Let’s break this theorem down. This theorem has two components.

a) The first part of the theorem gave us a recipe to add the congruence
classes [a],; and [b]:

¢ Choose representatives a and b from the congruence classes we
are adding.

¢ Compute the sum a + b

* Then, take the congruence class [a + b],.

* Let r be the remainder of a + b when dividing by m. We may
want to re-write [a + b, = [r]m.

For example, [1]3 + [5]3 = [6]3 = [0]5.

Similarly, the theorem gives us recipes for subtraction and multi-

plication.

b) The second part of the theorem states that the operations we de-
fined are well-defined. What does well-definedness mean?

When we write down the equation
[+ 53 = [1+5]3

we are making a choice of representatives of the congruence classes
and using these representatives to compute the sum. What happens if
we chose different representatives?

We know that

o1 =
@ @»
I
O
@ [68}

So, for addition to be well-defined, we must have:

(1]3 + [5]3 = [4]3 + [8]3
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So we need to make sure the recipe gives us the same result for
these two sums.

In other words, we need to make sure that we always get the same
result regardless of the choice of representatives we use. We need
to check that:

If [a1]m = [a2]m and [b1]m = [b2]m, then [a1]m + [b1]m = [a2]m +
[b2]m-

This statement proves well-definedness for addition.

Try proving this! Hint: It follows from Theorem 2.5.

Bonus note: Theorem 2.9 tells us that (Z/m, +) forms a group!

Corollary 2.10. Let m and k be a positive integers and let a = qm + r be
any integer. Then,

[ally = [l = [T
Example 2.11. Compute (135)2)>*".

Solution. 35 =2x17 + 1. Hence
(135" = 17 = (1

From here on out, if the context is clear, we may drop the [—];

notation. So instead of writing
[1]5 +[5]3 = [0]5
we might write

1+5=0 mod 3.

Greatest Common Divisor

Definition 2.12. Let a2 and b be two integers not both zero. Their
greatest common divisor , denoted ged(a, b), is the largest integer d
such that d is a factor of both 2 and b.

25
~ =~
Example 2.13. gcd(\6’/ 10 ) =2.
23

The greatest common divisor of two numbers can usually be calcu-
lated quickly, even for large values, by using the Euclidean algorithm.

Example 2.14. Find the gcd(25,89).



Solution. The Euclidean algorithm runs as follows:

89 =3x25414
25=1x14411

14=1x11+3
11=3%x3+2
3=1x2+ \1’/
last
nonzero
remainder
2=2x14+0

Hence, gcd(25,89) = 1.

Another important result is:

Proposition 2.15 (Bézout’s identity). Let a and b be integers not both
zero. Then there are integers r and s such that

ra+sb = ged(a,b)
Proof. (@ Choose integers r, s such that ra + sb
® is positive,
® and as small as possible.

We will show that d = ged(a, D).
@) Let us first show that d divides both a and b. Using the division
algorithm, we may write

a=gqd+t

with 0 < t < d. Therefore,

Thus,
0<t=ra+sb<d=ra+sh.

However, by our choice of  and s, there cannot exist integers ' and
s’ such that r'a + s'b is positive and r'a + s'b < ra + sb. Therefore, t
cannot be positive = t = 0.

Hence, a = gd and d | a. Similarly, d | b.

(3 Let us now show that d is the greatest common divisor of a and
b. Suppose that ¢ | 2 and ¢ | b. Then, there are integers g1, 4> with
a = gic and b = gpc. Therefore,

d=ra+sb=r(qic) +s(q2c) = (rq1 +sq2)c
Thus, ¢ | d. Since d > 0, it must be that ¢ < d. Hence,
d > (any common divisor of a and b)

and so d = ged(a, b). O
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Bézout’s identity gives us the existence of integers r and s, but in
order to actually find them we should use reverse substitution in the
Euclidean algorithm.

Example 2.16. Find integers r and s such that 25r + 89s = ged (25, 89).

Solution. Given the Eucliden algorithm in Example 2.14, reverse
substitution runs as:

14=1x%x89—-3x25
11=1x25-14=1x25—(1x89—-3x25)=—-1x89+4x25
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3=14—11=(1x89—3x25)— (—1x89+4x25) =2x8 —7x25
2=11-3x3=(—1x89+4x25)—3x (2x8)—7x25) =—7x89+25x 25
1=3-2=(2x89—-7x25)—(-7x89+25x25)=9x89—32x25

Thus, we may take r = —32 and s = 9.

Definition 2.17. Two integers a and b are coprime if ged(a,b) = 1.

We can use what we have learned so far to solve new problems in
modular arithmetic.

Proposition 2.18. Let m be a positive integer and let a be any integer. Then
there is an integer v such that ra =1 mod m if and only if a and m are
coprime.

Proof. We're proving an "if and only if' so we need to prove two
directions:

a) ra=1 mod m = gecd(a,m) =1 (ais coprime to m),
b) ged(a,m) =1 = ra=1 mod m.

(b) Suppose that ged(a, m) = 1. Then, we can use Bézout's identity
to find integers r and s such that

ra+sm=ged(a,m) =1 =
ra=1—sm=(—s)m+1
Thus, the remainder when dividing ra by m is 1 and we conclude that
ra =1 mod m.

(a) Suppose there is an integer r such that ra =1 mod m. Then,
we can use the division algorithm to write:

ra=gm+1 =

1=ra—qm

Let d by any common divisor of a and m. Then, we can write a = c1d
and m = cpd. Subbing this back into the equation above,

1=r(c1d) = q(cad) = (rc1 + qcp)d

which tells us that d | 1. But the only number that divides 1 is 1.
Hence, d = 1.
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In other words, we have shown that the only possible common
divisor of a and m is 1. So,

ged(a,m) = 1.
O

Example 2.19. From example 2.14, we know that 25 and 89 are co-
prime. So, the theorem above tells us that there is an integer r such
that 25¥ =1 mod 89.

Find a positive integer r such that

25r =1 mod 89.
Solution. From example 2.16, we know that
1=9%x89-32x25

Hence,
25x (=32) =1 mod 89.

Let 7 be a positive integer with r = (—32) mod 89. Since multiplica-
tion is compatible with congruence,

25xr=25%x(—-32)=1 mod 89.

Hence, we need to find positive r with r = (—32) mod 89. This
means that we are looking for positive » which can be written as

r = 89k + (—32)

for any integer k.
Thus, we can just take k = 1 to get

r=289—32=>57.

Example 2.20. Consider
z/12={0,1,...,11}.
The integers in Z /12 which are coprime to 12 are:
x1=1,xp=5x3=7,x4 =11.

We can write down a multiplication table for the set of integers {1,5,7,11}
in the following way:

1 5 7 11
1x1 modl12=1 5 7 11
5x1 mod12=5 1 11 7
7x1 mod12=7 11 1
11x1 mod12=11 7 5 1

3
—
I}
.A\IU‘lr—\X}CL
—
N
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* 1,5,7 and 11 all appear exactly once in each row and each column.

® Each column is a reordering of the list 1,5,7,11.
e What this means is if a € {1,5,7,11}, then
la mod 12,52 mod 12,7a mod 12,11a mod 12

is reordering of the list: 1,5,7,11.
For example, if we multiply 1,5,7,11 by x, = 5 we get

51,11,7 mod 12.

Notice that this is the second row of the multiplication table.

Bonus note: This means that the set {1,5, 7, 11} of integers co-
prime to 12 together with multiplication mod 12 forms a group.

The phenomenon we see in Example 2.20 is true in general.
Theorem 2.21. Let m be a positive integer and consider
Zz/m={0,1,...,m—1}.

Let
X1,X2,..., Xk

be the integers in Z./m which are coprime to m.
Then, for x; € {x1,...,x;}, the list

x;x1 mod m, x;x; mod m ..., x;xp, mod m

is just a reordering of x1, X2, ..., Xi.

Note: In example 2.20, we have m = 12 and
x1=1,x=5x3=7,x4 =11
If we choose i = 2, then we can compute
XoX1, XpXa, XoX3, X2X4 mod 12 =5,1,11,7

Notice that this is just the second row in the multiplication table
in Example 2.20 (it’s also the second column in the multiplication
table).

In fact for every i.

XiX1, XiX2,..., X;Xx mod m

is the ith row in the multiplication table.

Proof of Theorem 2.21. Let x; € {xy,...,xx}. We just need to show that
each integer in the list

XiX1, XiX2,..., XiX} mod m

appears exactly once in the list x1, xp, ..., x;. This can be proved by
showing:
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1) Each integer
XiX1, XiX2 ..., X;Xx mod m

appears in the list x1,x2,...,x,. Le. each integer
XiX1, XiX2 ..., X;jxp mod m

is coprime to m.

2) Each integer in the list

XiX1, XiX2 ..., X;Xx ~mod m

appears only once in the list x1,x2,...,x,. Le. the integers
XiX1, XiX2 ..., XiXg mod m

are distinct.

1) We first show that x;x; mod m is coprime to m.
Since x; and x; are coprime to m, Proposition 2.18 tells us that
there is are integers r, s such that

sx;=1 mod m, (23)

rxy =1 mod m.
Multiplying the equations above together gives
(rx;) - (sx1) =1 mod m.

Hence,
(rs) -(x;x1) =1 mod m.
~—

r

Thus we have found an iteger 7’ such that
¥'(x;x1) =1 mod m.

Proposition 2.18 tells us that x;x; is coprime to m.

Since x1, Xy, ..., X are all of the integers coprime to m, then x;x; is
in the the list x1, x5, ..., Xk.

For the same reasons, each integer x;xp , xjx3, ... , X;x) is in the
list x1, xo, ..., X.

2) We now just need to show now that x;x; , ... x;x; are distinct
integers. We will use the fact that in Equation (23) we found an
integer s such that sx; =1 mod m.

Let j, n be integers with 1 < j,n < k and suppose that

XiXj = XX, mod m.
Then, we can multiply both sides of this equation by s to get

(sx;) xj = (sx;) x, mod m =
N N~
1 1
Xj = Xk —
j=k.
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Binary Notation

Our goal is to introduce binary notation and use this to prove
results in arithmetic modulo m.

Q3 Compute

a=4x25x9x13 mod 89,

b=13" mod 89.
Solution. We can use a calculator to compute 4 x 25 X 9 x 13 =
11700 and then find the remainder when dividing 11700 by 89 by
taking

117
r = 11700 — LWOOJ x 89 =41

Hence, a = 41 mod 89.
We can similarly, compute b by computing on the calculator
1343
=138 — [ ] x 89
r L %9 | %

343

This, however, is not very efficient because 13*° is a very large number.

Is there a more efficient way? Yes — using the binary expansion of a
number.

Let n be a positive integer. Usually, we write n in decimal notation:
we represent 7 as a string of digits

AmAym—1.-..40
with a; € {0,1,...,9}. For example,

5 0 7 3.
S S

by by b b
The decimal notation for n means that
n=10"ay, +10" 'a,_1 +...+10'%; + 10%,.
For example,
5073 = (10° x 5) + (10% x 0) + (10* x 7) + (10" x 3)

Instead of using base 10, we can use base 2. This is binary notation.
In binary notation, we represent an integer # as a string by, by,—1 .. . bp
with b; € {0,1}. This means that

n=2""1b, 1 +2" 2o+ ...+ 20y 4+ 20.

Now, since the only possible values for b; are 0 and 1, we can
rewrite n as
n=2" 4224 42k

with ji, ..., j distinct integers.



Example 2.22. What decimal number does the binary number 1001 0110
represent?

Solution. Notice that we begin reading from the right so by = 0,
by =1 and so on. Hence,

n=1 0 0 1 O 1 1 o0 .
S S S S S S
b7 b6 b5 b4 h3 b2 bl bo
In decimal notation we have:
n=2".1+20.042>-0+2*-1+2%.0+22-14+2 1420
=27 +2t 427 42!
= 150.

Example 2.23. Write 43 in binary notation.

Solution. We first need to find the binary expansion of 43, i.e.
write 43 as a sum of powers of two. There are two methods to do this.

Method 1

o The largest power of 2 less than or equal to 43 is 2° = 32. So we
can write 43 = 2% + 11.

e The largest power of 2 less than or equal to 11 is 2% = 8 so we can
write 43 = 2° +23 4 3.

 The largest power of 2 less than or equal to 3 is 2!, so 43 =
2> 423 421 420,

Converting to binary notation means that we have (remember that
we start from the right)

bp =1
by =1
by =0 (since 22 does not appear in the binary expansion)
bz =1
by =0 (since 2* does not appear in the binary expansion)
bp = 1.

Thus 43 in binary notation is

101011

Method 2
We can use the formula
r=1
2’by =n—Y_2'b; mod 2!
i=0
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to find the binary expansion of 43 in the following way:

29 =43 mod2=1 mod2 = by=1
2= 42 mod4=2 mod4 = b =1
~~
(43-1)
22py= 40 mod8=0 mod8 = b, =0
~~
(42-2)

2b3= 40 mod16=8 mod1l6 = b3 =1
~~

(40—0)

2%, = 32 mod32=0 mod32 — b, =0
~—~

(40—8)

2%b5 = 32  mod 64 =232 mod 64 —> bs=1
~~

(32—0)

20 = 0  mod 128.
N
32-32

The process concludes since we hit zero; i.e.
43=2042+2%4+2°

Why does the second process work?

A positive integer 1 has binary expansion

n= zobo + Zlbl + 22b2 + 23b2 + 24b4 +...

all of these terms
are multiples of 2

Finding by:
Notice that

21y + 2%y + 2%b, + 2%, +... =0 mod 2

since all of the terms are multiples of 2.
Thus,
n=2; mod 2.
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Finding b;:
In the binary expansion of ,

n= zobo + Zlbl + 22b2 + 23b2 + 24b4 +...

all of these terms
are multiples of 4

Hence
22by + 2%y + 2%y +... =0 mod 4.
Thus,
n=2%y+2'b; mod4 —
216 = n—2%; mod 4.
Finding b,:

In the binary expansion of n,

n= Zobo + 21b1 + 22b2 + 23b2 + 24b4 +...
—_—

all of these terms
are multiples of 8

Hence
220y +2%,+...=0 mod 8.
Thus,

n= Zobo + Zlbl + Zzbz mod 8 —
22by = n— 2%y —2'0; mod 8

We can keep on going to find b3, ... until we find a k where

n—2%—2 —... -2k =0 =

n =2+ 2 + ...+ 2p;.

More formally (Non-examinable):
We can write the binary expansion of n as:

k. r=1 k )
n=Y 2=y 2b;+2'b,+ ) 2'b
i=0 i=0 i=r+1
N——

All terms are

multiples of

2+l —

=0 mod 2!
Hence,

r=1
2'by=n—)_2'b; mod 2",

i=0
We are now ready to learn how to compute b¥ mod n2; we will

use the method of repeated squaring.

Example 2.24. Compute 13¥3 mod 89; that is, find the remainder
when 13* is divided by 89.
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Solution.

Step 1 Write 43 as a sum of powers of 2. From Example 12.2, we know
that
3=2+2+2"+1
Thus,
138 = (137) x (13%) x (13?) x (13})
= (13%%) x (13%) x (13%) x (131) ( Equation 2 )

Step 2 Compute successive powers of 13 modulo 89:

13' =13 mod 89

132 =169 mod 89 = —9 mod 89

13* = (13%)2 = (-9)> mod 89 =81 mod 89 = —8 mod 89
13% = (13%)?2 = (-8)? mod 89 =64 mod 89 = —25 mod 89
1316 = (13%)2 = (-25)> mod 89 =625 mod 89 =2 mod 89
13%2 = (13")2 =2 mod 89 =4 mod 89

Step 3 Substitute these values back into Equation 2.

13% = (4) x (—25) x (—9) x (13) = 11700 = 41 mod 89.

Prime Numbers

Yhe goal of this section is to use prime numbers to prove some
especially nice properties of congruence modulo m.

Definition 2.25. A prime number is an integer p > 1 with no
positive factors other than 1 and p.

Prime numbers can be thought of as the building blocks of the
integers. This intuition is formalised by the prime factorisation theorem.

Theorem 2.26 (Prime Factorisation). Let n > 1 be an integer. Then, there
are prime numbers p1 < py < ... < py and positive integers ay, ay, . . . ai
such that

n=plt x pPx...xpk

Example 2.27.
180 =2-3%-5

Arithmetic modulo p has an especially nice property.

Proposition 2.28. Let p be prime number and let a be an integer not
divisible by p. Then, there is an integer r such that ra =1 mod p.

Proof. By Proposition 2.18, if 4 and p are coprime, then there is an
such that ra =1 mod p. Hence, it is enough to show that 4 and p
are coprime, i.e. ged(a,p) = 1.

Since p is prime, its only divisors are 1 and p. Since by assumption
a is not divisible by p, the only common divisor between a and p is 1.
Thus, ged(a, p) = 1. O



Finally, we will use prime factorisation to get a result which will
be a useful tool to us.

Theorem 2.29. Let m > 1 be an integer with prime factorisation

— Ak
m=p;' X...xpk

Let a, b be any integers. Then,

a=b modm

if and only if
a=b mod p;
forall pq,...,pr.
Proof. (=) Suppose that a =b mod m. Recall that this is equiv-
alent to: m | (a —b).
Since m = pi'-...- p¥, this means that p{’ | (a —b) forall py, ..., py.
Thus,
a=b mod p!.

( <= ) Suppose that

a=b mod p

for all py, ..., p. Then, pi’ | (2 — b). Hence, there are integers g; with

a—b=qp}
a—b=qpy
a—b= qkpzk.

@ We first claim that (2 — b) = ¢ - p5? - p|'. We will prove this by
showing that py? | ¢;.

Since
q-py =a—b=q-py,
then py? | g1 - p{!. But p1 and p; are distinct primes, so
patpr =
it =
ap
23N
Therefore, there is an integer g5 such that
m=qpy =
a—b=q-pi' =qp7 - py’

(@ We repeat this process for p3.
Since

B pP-py =a—b=ygqs-py
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it similarly follows that p5* | g5. Therefore, there is an integer g4 with

0 =q5- p5 =
a—b=qy-py?-pi' =q5-p5 - py Py

(3 Repeating the process for py, ..., py we get that

_ Ak ap a1
a—b—qk-pk~...-p2~pl
~—_———
m
!
= k- m,

and so m | (a — b). This is equivalent to a = b mod m. O
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Example 2.30. Show that 900 = 0 mod 36.

Solution. The prime factorisation of 36 is 36 = 22 - 32.
By Theorem 13.1, 900 = 0 mod 36 if and only if

900 =0 mod 22 ( Equation 1 )
900 =0 mod 32 (Equation 2 )

Notice that 900 is divisible by 4 so Equation 1 holds. Moreover, 900 is
divisible by 9, so Equation 2 also holds. Hence, 900 = 0 mod 36.

Definition 2.31. An integer n > 1 which is not prime is called com-
posite .

[Le. n > 1is composite if and only if there is an integer d such
thatd [nand 1 <d <n. ]

Note: Let 1 be an integer, then (using prime factorisation) we can
write

n=py-p2-...-pr (we allow repeated primes; e.g. p; = p2.)

withpy < p» < ... < p,. (Eg. 9 =23-3). If nisa composite,
then » > 2.

We can use the property above to prove that:

Lemma 2.32. If n is composite number, then it has a prime factor p such
that p < \/n.

Proof. Since n is composite,
n=py-pa-... pr
where r > 2 and p1 < py. Therefore,
PI<pp2<prop2...opr=n

Hence,
p1 < Vn.
O

Lemma 2.32 gives us a way to check whether a number is prime or
not.

Example 2.33. Show that 89 is prime.

Solution. Notice that 89 < 112. If 89 were composite, then it
would have a prime factor p with

p < V89 <11.

Hence, to check that 89 is prime, we just need to check that for all
primes p < 11, then p 1 89. All of the primes < 11 are: 2,3,5,7. Since
89 is not divisible by any of these, then it is prime.
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Example 2.34. Find all prime numbers between 210 and 225.

Proof. A composite integer n < 225 must have a prime factor p with
p < /n < /225 =15. So n is prime if and only if it is not divisible
by all of the primes < 15: 2,3,5,7,11,13. We can now construct a

table
n |n|22 n|3? n|5 n|7? n|11? n|13?
210 2
211 X X X X X X
212 2
213 X 3
214 2
215 X X 5
216 2
217 X X X 7
218 2
219 X 3
220 2
221 X X X X X 13
222 2
223 X X X X X X
224 2
225 X 3
Hence, the prime numbers are 211 and 223. O

Finally there is one more tool we will need for spotting primes. Let
n > 0 be an integer. Then,

a" b= (a—b)(a" P +a" b+ ...+ Y, ( Equation 3)
A"+ = (a+b)(a" "t —a" 4. Y. (If nis odd )

Example 2.35. Let 4,1 be integers witha > 2 and n > 1. If nis
composite, then a” — 1 is composite.

Solution. Since n is composite, there is an integer 1 < d < n such
thatd | n = n = gd. Thus, using the Equation 3,

A" —1=(a")7 17 = (a% — 1) ((ad)q_l (@) 2+ 1)
Hence, (a? — 1) | (a" — 1). Moreover, since 1 < d < n,
1<a'-1<a’—1<a" -1

Thus, a” — 1 is composite.
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Error detecting and error correcting codes

Q4 We would like to transmit a message consisting of a string of
characters, but there is a chance that a character may be transmitted
incorrectly.

a) Is there a way to encode the message so that errors Error-detecting code

of transmission can be detected?

b) Is there a way to encode a message so that the cor-
rect value can be inferred, even if errors may have — Error-correcting code

been made?

We will assume throughout this section that at most one error will
be made.

Example 2.36. a) A simple error detecting code is transmitting each
character twice.

If one character is transmitted incorrectly, then the message will
have one character which is not repeated.

E.g. Transmitting the word "share":

SS CH AA RR EE
—~

Error.
Correct character
may be C or H.

b) A simple error correcting code is transmitting each character three
times.

If one character is transmitted incorrectly, then the message will
have have one character which is not repeated three times, but it is
still repeated twice so one can deduce the error.

E.g. Transmitting the word "share":

5SS CHH AAA RRR EEE
~—

Error.
Correct character is
H

These codes are extravagant, in the sense that the coded message is
much longer than the original. One can use number theory to create
more economical codes.

2.5.1 EAN-13 code
Error-detecting code used for bar codes in shops.

Transmitting the message.
The messages we will transmit are 12-character strings

aap...aq2
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where each 4; € {0,...9}.
This message will be encoded as

Redundant character
~ N

ajaz...an ai3

Original message

where
a13 = —(m +3ax+ a3 +3a4+ ...+ 3a12) mod 10.
For example, if we want to transmit the message:
3086 1230 0107
We need to find:

a3=-—-3+3-0+8+3:-6+1+3-24+3+3:-0+0+3-1+0+3-7) mod 10
= -3 mod 10
=7 mod 10.

Thus, the code that is transmitted is:

3086 1230 0107 7.

Error-detection.
Suppose we received the message

a1daz ...ai2013.
This string has a checksum

s=a1+3ay+as3+3as+ ...+ 3ap +as.

If the code was transmitted correctly, then because
a13 = —(Cll +3a,+...+ 3012) mod 10

we must have that s = 0 mod 10.

If the code was transmitted with a single error: suppose a; is
replaced by ci. Then, the checksum would be:

ay+3a+...+c+...+3a;p+a13  If kisodd
a +3ay+...+3ck+...4+3a1p +a13 If kis even

S =

Subbing in the expression for a3 we have that

Cr — ay If k is odd,
3(ck —ag) If kis even.

s =

Since —10 < b; —a; < 10 and ged(3,10) = 1, then s is not a multiple
of 10i.e. s #0 mod 10.



Thus, to check for errors we just need to compute the checksum:

s =0 mod 10 Code is correct,

s #0 mod 10 There is an error.

Notice that we only know that there is an error, and we do not know
where it is or how to correct it.

Note: The 3’s are present in the expressions for a3 and s to check
transposition errors: e.g. if a message aja,a;3 ... gets transmitted
as dapaqas. . ..

2.5.2 Hamming Codes
Hamming codes are error correcting codes used when transmitting
strings of binary digits.

——

bits
For m > 2 then:

String of represented/encoded as
2" —m — 1 bits

String of 2" — 1 bits

Note: om _q
A S =1

and so at the limit of very large m, then the coded message is not

much longer than the original. Hence, this is a very economical

code.

2.5.3 [7, 4] Hamming Code

In the Hamming codes when m = 3 then:

String of String of
represented/encoded as
22-3-1=4 2 -1=7
bits. bits.

The m = 3 case is often called the [4, 7] Hamming Code.
Encoding the message:
Let’s write our original 4-bit message as:
b3/ b5/ b6/ b7

with b; € {0,1} (We label the bits by all of the numbers 1, ...,7 which
are not powers of 2).
Then we will encode this message as a 7-bit string:

byby b3 by bsbsbz
~— ~——
In our original message In our original message

and so we need to define by, b, and by. We do this as follows.
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¢ Take the subscripts 1,...7 which are not powers of 2: 3,5,6,7 and
write them in binary notation

3 =011,
5 =101,
6 =110,
7 =111

e Consider the sets:

Ap = {subscripts above which (written in binary) have a 1 in position 0} = {3,5,7}
Aq = {subscripts above which (written in binary) have a 1 in position 1} = {3,6,7}
A, = {subscripts above which (written in binary) have a 1 in position 2} = {5,6,7}

Note: Binary numbers are read from right to left so, e.g. 3 = 011
has a 1 in position 0 and a 0 in position 2.
¢ Define by, by, by as:

Sum of all b; for which i €

by = —(bs+bs+b;) mod 2
Ao,

Sum of all b; for which i €

by = — (b3 +bg+by) mod 2
Ay,

Sum of all b; for which i €

by = —(bs+bg+by) mod 2
Aj.

Example 2.37. Encode the message 1101.

Solution. We have b3 = 1,bs = 1,bg = 0,b7 = 1. Then, the coded
message is
b1by 1 by 101,

where

by = — (b3 +bs + b7)
by = — (b3 + b + b7)
by = —(bs + b + b7)

—(141+1)=1 mod2
—(140+1)=0 mod 2
—(140+1) mod2=0 mod 2.

Hence, the code to be transmitted is: 10 1 0 101.

Correcting Errors.

Suppose we received a message b1by ... b;. To correct errors, we
will again use checksums .

Consider the checksums:

so=b1+ (b3 +bs+by) mod?2
s1 = by + (b + bg + by) mod 2

sy = by + (bs + bg + by) mod 2
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Note: s is the sum of by, b3, bs, by. These are all of the b; that have an
index i which (written in binary) have a 1 in position zero.

Similarly, s1 is the sum of all b; that have an index i which (written
in binary) have a 1 in position one.

Similarly for s;.

If the code was transmitted correctly, then since
by = —(bs+bs+Db;) mod 2,
it must be that
So =by — b =0.
Similarly, s; =0 mod 2 and s =0 mod 2.

Suppose that there was a single error in the code: by was incor-
rectly transmitted as cy.

e If k (written in binary) does not have 1 in position zero, then
k #1,3,5,7. Hence, by, b3, bs and by are all transmitted correctly.
Since

Sso = by + by + by + by

then s is unaffected by the error. L.e. sp =0 mod 2.

e If k (written in binary) has a1 in position 0, then k € {1,3,5,7}
and so one of by, b3, bs or by are incorrect.

Notice that
so = by +b3+bs+ by —b,+c, mod 2

(e.g. if k =1thensy=cq+ b3+ b5+ by.
Since by + (b3 + bs + b7) =0 mod 2, then

Sp = ¢ — by mod 2.

Now, by is either 0 or 1 and ¢; # bg. In either case, ¢ — by = 1
mod 2 # 0.

¢ In summary, we have shown that if there are no errors then sy =
s1 =5 =0 mod 2.

If there is one error where by is transmitted incorrectly as c, then

1 mod 2 if k (written in binary) has a 1 in position 0)
S0 —
0 mod 2 otherwise.

¢ Similarly,

1 mod 2 if k (written in binary) has a 1 in position 1)
S1 —

0 mod 2 otherwise.

1 mod 2 if k (written in binary) has a 1 in position 2)
Sy =

o

mod 2 otherwise.
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Thus, we can check if there is an error, and find which character by,
was transmitted incorrectly by computing the checksums; since there
are only two options for digits in binary, we know how to correct the
error.

Example 2.38. Suppose we receive a code 10 1 0 001. Check if there
is an error and correct it if necessary.

Solution. We have:
b1 =1
b, =0
b3 =1
by =0
bs =0
bg =0
by =1.

Let’s compute the checksums:

so=by+b3+bs+by;=14+14+04+1=1 mod 2
S1=by+b3+bg+b;=0+14+0+1=0 mod 2
Sp=by+bs+bs+b;=0+0+0+1=1 mod 2

Since the checksums are not all 0 mod 2, then there is an error in
some position k.

Since sp =s; =1 mod 2 # 0 mod 2, k (written in binary) has a
1 in positions 0 and 2. Moreover, since s; = 0 mod 2, k has a 0 in
position 1.

Thus, k = 101 = 5. This tells us that b5 was transmitted incorrectly.
Since we received that b5 = 0, the correct value should be bs = 1.
Thus, the correct code is 10 1 0 101.

Note: The m = 4 case is be covered in your tutorial sheets!

Fermat’s Theorem

The previous section discussed error detecting/correcting codes
which answered the question: Can we encode a message so that
someone who receives the message can detect/correct any errors of
transmission?

These codes are not secret codes. If a message is intercepted, then
it can be decoded very easily.

Our next goal is to learn about a code which does provide a level
of secrecy: the RSA code. This code is based on Fermat’s theorem .

Note: Let 1 be an integer. Then, what is gcd(0,7)? Well, n | n
0
n
as long as n > 1, then 0 is not coprime to #.

and n | 0 since ; is an integer. Hence, gcd (0, 1) = n. Therefore,
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Theorem 2.39. Let p be a prime number.

a)

b)

If a is any integer not divisible by p then
" '=1 mod p.
If b is any integer then
b» =b mod p.

Proof. a) Consider the following observations.

b)

@ Consider the set Z/p = {0,1,..., p — 1}. Since p is prime, the
integers in the set Z/p coprime to p are all of the nonzero integers:

x1=1,x=2,..., Xp—1 =p-—-1L
@ Let a be any integer not divisible by p. Then, we can write
a=kp+r

where 1 <r << p—1. Hence, r € Z/p and is nonzero. Therefore,
r is coprime to p. Moreover, 2 = r mod p.

Now consider the list
Xy, X, ., Xy =11, 2r L, (p—1)r mod p.

Since r is coprime to p, Theorem 2.21 tells us that this list is just a
reordering of the list

X1, X2, ..., xp_lzl, 2, ey (pfl) modp
Hence,
1r-2r-...-(p=2)r-(p—Dr=1-2-... - (p—2)-(p—1) mod p
Simplifying, we get
P (p=1t=(p-1)! mod p. (24)

Since (p —1)! is coprime to p, then by Proposition 2.18 there is
an s such that (p —1)!-s =1 mod p. Multiplying both sides of
Equation (24) by s gives:

Pl p—1)!-s=(p—1)-s modp —

P 1=1 modp =

a’"1'=1 mod p. (Since a =r mod p)
Now let b be any integer.
If p| b, thenb =0 mod p and so
W=0"=0=b mod p.

If, on the other hand, p { b, then we can apply part (a)

W =b-0""1=b-1=b mod p
(since bP~1 =1 mod p by (a). )

O
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Example 2.40. Consider the case p = 5. Then, part (a) of Fermat’s
theorem tells us that 2°~! = 1 mod 5 and part (b) says that 2°> = 2
mod 5.

Fermat’s theorem gives us another (not entirely reliable) tool for
check whether a number is prime.

Example 2.41. Show that 2° =1 mod 511. Use Fermat’s theorem to
show that 511 is not prime.

Solution.
22 =512=1 mod 511.

By part b) of Fermat’s theorem, if 511 were prime, we should have
that
2°'' =2 mod 511.

2511

To compute , note that

511=9-56+7

and so
221 = (29)%6.27 =27 =128 #2 mod 511.

Therefore, 511 cannot be prime by Fermat’s theorem.
Note: Let 1 be an integer. Fermat’s theorem tells us that if
(nisprime ) = (4" =a modnforallacZ).
The converse
(nisprime ) <= (a"=a modnforallaec Z)

is not true! So, in general, we are not able to use Fermat’s theorem
to show that a number is prime. We are only able to use Fermat’s
theorem to show that a number is not prime.

Example 2.42. Show that 561 is not prime but that a®! = a2 mod 561
for any integer a.

Solution. The integer 561 has prime factorisation:
561 =3-11-17

and so it is not prime.
We will show that %! = 2 mod 561 by showing that

561

> =a mod 3
2%l =4 mod 11
2l =4 mod 17.

(This implies that °°! = 2 mod 561 by Theorem 13.2.)

@ Let us first show a°°! =2 mod 3.
If3|a,thena=0= a®®l mod 3, and we are done.
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If 3 1 a, then Fermat’s theorem (a) tells us that a> = 1. Hence,

2 y0.5=43 mod3

=0 a=( _a
~—~—
=1 mod 3

as required.
@ a®! =4 mod 11.

Similarly, if 11 | a, then a = 0 = °®! mod 11. If 11 { a, then
Fermat’s theorem (a) tells us that !0 =1 mod 11. Hence,
alO )56

—~—
=1 mod 11

-a=a mod 11.

@ a*®' =4 mod 17.
Finally, if 17 | a then a = 0 = 4°°! mod 17. If 17 { a then by

Fermat’s Theorem (a) a'® =1 mod 17 and
561 560 . 0= ( g6 )F

—~—
=1 mod 17

-a=a mod 17.

Definition 2.43. A composite integer n such that 2" = a mod n for
all 2 € Z is called a Carmichael number .

Fermat’s theorem can be used to prove the following result, which
is the heart of the RSA code.

Theorem 2.44. Let a be any integer. Let p and q be distinct primes and
write N = p - q. If e and f are positive integers such that

ef=1 mod (p—1)(g—1),

then
(a°)f =a mod N.

Proof. Since N has prime factorisation N = p - q, Theorem 13.2 tells
us that
(@) =a mod N

if and only if

(a°)f =a mod p
(a°)f =a mod g.

@ We first show that (a¢)/ =a mod p.

If p | a, thena =0 mod p, so thata = 0 = (a¢)/ mod p and we
are done. On the other hand, if p t 4, then Fermat’s theorem (a) tells
us that a7~! =1 mod p.

By definition of e and f,

ef=1 mod (p—1)(g—1)

which means that there is an integer k with

of =k(p—1)(q—1) +1.
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Hence,

(ae)f — aef — ak(pfl)(q71)+1 — ( ap71 )k(qfl) -a=a mod p

~—
=1 mod p
as required.
@ Similarly, (a°)f =a mod g. Hence, the result follows. O
RSA code
Problem.

¢ Alice and Bob would like to communicate via an insecure network,
so that messages can be read by an eavesdropper, Eve.

¢ To keep their messages private, Alice and Bob would like to encode
them. But in order to agree on a coding system, they need to
communicate via the network, so Eve will also know the coding
system and will be able to easily decode the message.

In principle, there is no way around this. In practice, one can make
it hard for Eve to figure out the coding system using the RSA code.

Setup.

¢ Alice and Bob exchange a list of M + 1 codes indexed by integers
0 < n < M (so this list is also available to Eve).

¢ In order to agree on a coding system, Alice will send Bob a secret
message consisting of an integer 4 with 0 < a < M.

The question is: How to do this without Eve knowing the value of
a?

Steps.
¢ Bob chooses:

— Two primes p,q > \/M,
- A a positive integer e coprime to (p —1)(g — 1).

* Bob computes:
- N = pg [Note: N = pg > M]5,
- An integer f such that ©
ef=1 mod (p—1)(g—1).

* Bob tells Alice (and Eve) the values of N and e but he keeps the
values of p,q and f secret.

¢ Alice computes the integer”

c=a° modN

[Note: 0 < ¢ < N].
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5. Bob can check if the integers p and
g are prime using Fermat’s theorem or
the other methods in section 4

6. Bob can use the Euclidean algorithm
to check that e is coprime to (p —1)(g —
1). He can use reverse substitution to
find f.

7. Alice can use binary expansion and
repeated squaring to compute c.
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e Alice tells Bob (and Eve) the value of c.
¢ Using Theorem 2.44, Bob can now decode the message by comput-
ing
of = @) =a mod N.
Example 2.45. Alice will send Bob an integer 2 < a < 324.

a) Since v/324 = 18, Bob chooses prime numbers p = 23,4 =29 > 18.

¢ Bob knows that these numbers are prime by applying Lemma
13.1: 23,98 < 36 and so if 23 or 29 were composite, they would
have a prime factor p’ < 6. All of the primes < 6 are: 2,3,5.
Since 23 and 29 are not divisible by any of these primes, they
must be prime themselves.

* Bob computes the product
N = pq =23-29 = 667.

b) Bob chooses the integer e = 367 which he checks is coprime to
(p —1)(9 — 1) = 616 by running the Euclidean algorithm and
finding ged(616,367) = 1. By reverse substitution in the Euclidean
algorithm, he finds that

367-47 =1 mod 616
and so he chooses f = 47.
c) Bob tells Alice (and Eve) the values: N = 667 and e = 367.

d) Alice wants to send Bob the integer a = 63, so she computes 633¢”
mod 667.

¢ She can compute this by finding the binary expansion
367 = 2% +204+2° +2° 422+ 2" +2°
and using the method of successive squaring.
e She finds that ¢ = 63%¢7 = 38 mod 667.
Alice tells Bob (and Eve) the value ¢ = 38.
e) Bob decodes the message ¢ by computing:

f =38 =63 =0u mod 667.

We can summarise the RSA code using the following table.

Information Involved | Alice Knows | Eve Knows | Bob Knows
p X X v
q X X v
N v v v
(r—1(@-1) X x v
e v v v
f X X v
c v v v
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Q5  Why is hard for Eve to decode the message?

A: Eve does not know the value of f, so she cannot compute c/.
To compute f, she needs to first find the values of p and g from

N =pq.
Ultimately, this strategy depends on the following observation.
Consider the sets

A ={(p,q) | pand q are primes with p < g},
B={p-q|pand q are primes with p < q}.
Then, there is an easily computable bijection:
f: A= B:(p,q) — pq.

This function has an inverse f !, but this inverse is actually hard to
compute.

Definition 2.46. An easily computable bijection whose inverse is hard
to compute is called a one way function .

The encryption methods we learn in this course can be boiled
down to finding different one-way functions!

Note: Actually, one should require a > 2 because Eve knows that
0f =0 and 1/ = 1, even if she does not know the value of f.

Euler’s Theorem

Euler’s theorem is a generalisation of Fermat’s theorem. This result

k

is helpful when computing powers a* mod m.

Let p be a prime and let a be any integer coprime to p.

Recall that Fermat’s theorem proves that #/~! =1 mod p. More-
over, notice that there are p — 1 integers in Z/p which are corpime to
p (since all nonzero integers in Z/p are coprime to p).

2.8.1 Euler’s Phi Function
Definition 2.47. Let Z_ denote the set of all positive integers. Then,
we can define a function
¢ Zy — Z: n— #( integers in Z/n coprime to n )
called Euler’s phi function .
Example 2.48.a) ¢(1) = 1because Z/1 = {0} and gcd(0,1) =1 so
0 is coprime to 1.
b) ¢(4) =2 because Z/4 = {0,1,2,3} and
gcd(0,4) =4,
ged(1,4) =1
gcd(2,4) =2,
gcd(3,4) = 1.

7

Hence, 1 and 3 are the only integers in Z /4 coprime to 4.
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c) For any prime p, ¢(p) = p — 1 since all nonzero integers in Z/p
are coprime to p.

Theorem 2.49. Let n > 1 be an integer and let pq, ..., p, be the distinct
prime factors of n. Then,

=11

Example 2.50. The integer 12 = 22 .3 has prime factors 2, 3. Hence,
1 1 1 2
$(12) =12 (1—2) (1—3) _12.5.5_4

Proof of Theorem 2.49. This is an application of the Inclusion-Exclusion
Principle.
Let n > 1 have prime factors py,...,p,. Fori € {1,2,...,r}, let

A; = {integers in Z/n which are divisible by p;}

= {non-negative integers in < n which are divisible by p;} (25)

Let S be the set of integers coprime to n. Then, by definition,
¢(n) =1S|.

The integers coprime to n are integers which are not divisible by
any of the primes pj, ..., p,. Therefore,

S=Z/n—A1U...UA,
and so, by the subtraction principle,

¢(n) =S| = |Z/n| —|A1U...UA,| (26)
=n

The inclusion-exclusion principle tells us that

,
AU UAL =Y A= Y JANAl+ Y JANANAI+...+ (1) HAIN...N A
i=1

1<i<j<r 1<i<j<k<r
(27)
From Equation (25), recall from previous lectures that
n n
A‘ = | —=| = —
[Ail = | piJ 0

since p; is a factor of n.
Similarly,

A;N A; = {integers in Z/n which are divisible by p; and p;}

= {non-negative integers < n which are divisible by p; - p;.}

Hence,
n n

Pi‘PjJ:Pi'Pj'

Likewise, the intersection of t sets has cardinality

|AiNAjl = |

|A;; N...N'A;,| = |[{integers in Z/n which are divisible by p;, - ... - p;}|
n

Piy© - Pi

8o



Subbing this into (27), we have

"n n n
AU UA[=)Y —— Y —+ )Y, —+
i=1 Pi a<icj<r Pi*Pi 1<icj<k<r Pi"Pj- Pk

Subbing this into (26),

4’(”)=n—i£+ y = Yy (-

i1 Pi a<icj<r PitPj o a<icj<k<r PiPj Pk

o (-3) (-2)-(-2)

as required. O

Corollary 2.51. Let n > 1 be an integer with prime factorisation

n=pi-...p.
Then,
pn=ry T (=) (= 1)
Proof. Substitute
— M Xy
n=p'-...p
into (28) and simplify. O

2.8.2 Euler’s Theorem

We are finally ready to state Euler’s theorem.

Theorem 2.52. Let n be a positive integer and let a be any integer coprime
to n. Then,
a?™ =1 mod n.

Proof. Letxy, x5 ..., x4, be the integers in Z /n which are coprime
to n. Consider the list

axy, axy ..., AXp(y)-

Since a is also coprime to #n, Theorem 2.21 tells us that this list is just
a reordering of the list

X1, X2 ooy Xg(n)-
Hence,
Xp0Xg e X(y) = AX]AX2 0 ... AXp()
which implies
X1 X2 e Xg(p) = a?™ . (xpxp- L “Xp(n)) (29)
Notice that x1 - ... - x4(;,) is coprime to 1, and so Proposition 2.18

tells us that there is a b such that
bo(x1~x2- 'X(p(n)) =1 mod n.
Therefore, multiplying both sides of Equation (29) by b gives
1=2a?" mod n

as required. O
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Example 2.53. Find the remainder of 7°" when dividing by 20.

Solution. First, note that gcd(7,20) = 1 and so Euler’s theorem
tells us that
7920 =1 mod 20.

Thus, we next need to find ¢(20). Since 20 = 22 - 5, then by Corollay
16.1 we have:
$(20)=2*>"1.2-1)-(5-1)=8.

Hence, 78 =1 mod 20.
Finally, note that 50 = 8 -6 +- 2, and so

70 = 78612 — (78 V6. 72 =72 =9 mod 20.
N~
=1

Example 2.54. Find the last two digits of 3291°.

Solution. Finding the last two digits of an integer #n amounts to
computing the remainder of #n when dividing by 100. Hence, we want
to compute 32°1> mod 100.

First, sicen gecd(3,100) = 1, then Euler’s theorem tells us that
3¢(100) = 1 mod 100.

Therefore, we next need to compute ¢(100). Since 100 = 22 - 52,
then

$(100) =2271.5271. (2 1) . (5—-1) = 40

and so Euler’s theorem tells us that
3% =1 mod 100.
Thirdly, note that 2015 = 50 - 40 + 15 and so

32015 — (340150315 — 315 mod 100.
=1

Finally, we compute 3!° by finding the binary expansion of 15 and
then applying the method of successive squaring. Well,

15=234+224+2+1

so that
315 _38.34.32.3

and now we compute each of these powers:

3=3 mod 100
32=9 mod 100
3*=92=81=-19 mod 100
38 = (=19)> =361 = 61 = —39 mod 100.
Hence,
3% = (=39)-(~19)-9-3 =2007 = 07 mod 100

and so the last two digits are 07.
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2.8.3 Units

In Q44 of the tutorial exercises, we showed that every element
a € Z./15 which is coprime to 15 has a multiplicative inverse .

(Recall that a multiplicative inverse of a € Z/m is an element v € Z/m
such that ra =1 mod m.)

This fact is actually true more generally: An element in a € Z/m has
a multiplicative inverse if and only if it is coprime to m.

This is a consequence of Proposition 2.18 which states that there
exists an integer r such that ra =1 mod m if and only if a2 and m is
coprime.

Definition 2.55. Let m be a positive integer.

a) Anelementa € Z/misa unit if and only if it has a multiplicative
inverse.

b) Define the group of units as the subset (Z/m)* C Z/m:

(Z/m)* := {Elements in Z/m which are units}

= {Elements in Z/m which are coprime to m}.

Example 2.56. Consider Z/14 = {0,1,...,13}.
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(2/14)* = {Elements in Z /14 which are coprime to 14} = {1,3,5,9,11,13}.

So |[(Z/14)*]| = 6.
From the definition of Euler’s phi function,

¢(m) = # (Elements in Z/m which are coprime to m)
= # (Units in Z/m)
— (@ /m)*].

Example 2.57. ¢(14) =6 = |(Z/14)*|.

Example 2.58. How many units are there in Z/300? How many
elements does the group of units have?

Solution. The number of units in Z/300 is the same as the
number of elements in Z /300 which are coprime to 300. This is given

by ¢(300).
Since 300 = 3 - 22 - 52, then

$p(300) =2-5-(2—1)-(3—1)-(5—-1)=2-5-2-4 = 80.

Since the group of units is the set of all units, then it has 80 elements.

Moreover, Euler’s theorem gives us a way to find multiplicative
inverses of units.
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Example 2.59. Find the multiplicative inverse of 3 in Z/14.

Solution. Since gecd(3,14) = 1, Euler’s theorem tells us that
3904 =1 mod 14.
Moreover, 14 =7-2 and so ¢(14) = (2—1)(7 — 1) = 6 and so,

3 =1 mod 14 —
3-3>=1 mod 14.

Hence, 3° is the inverse of 3 in Z/14. We therefore just need to
compute 3°.
The binary expansion of 5is 5 =22+ 1 =4+1and so 3° = 3*.3.
Using successive squaring;:

3=3 mod 14

32=9=-5 mod 14
3= (-52=25=11= -3 mod 14.

Hence, the inverse of 3 in Z /14 is:
3¥=-3.3=-9=5 mod 14.
Hence, the multiplicative inverse of 3 € Z /14 is 5.

From example 2.59, we know that 3 € Z/14 is a unit since it is
coprime to 14 and that its inverse is 3° = 3¢(14)=1, This is actually
true more generally:

If a € Z/m is a unit, then a®(m)=1 ¢ Z./m is its multiplicative
inverse.

Fields

We will see that if every nonzero element in Z/m is a unit, then
Z/mis a finite field .

Our goal today is to understand the basics of finite fields , as they
can be used in cryptography to construct various one-way functions.

2.9.1 Some intuition

Fields are sets on which the addition, subtraction, multiplication and
division have been defined and behave nicely.

Example 2.60. The set of real numbers R is a field.
The abstract definition of a field extracts "nice" arithmetic proper-
ties of R which we would like all fields to satisfy.

¢ We can add and multiply numbers in IR. Formally, what this means
is: Given any three numbers 4,b € R, there are two well-defined
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rules:

R xR —+R
(a,b) »a+Db
(a,b) —a-b
which send a pair (a,b) to numbers in R represented by the sym-
bolsa+band a-b.

For example,

R xR — R
(3,7) = 3+7 =10
(3,7) 3.7 =21

* Moreover, R has two distinguished elements 0,1 € R which satisfy
(F1) O+a=aforalla € R,
(F2) 1-a=aforalla € R.

* Nonzero numbers in R have additive and multiplicative inverses.
Let a € R be any nonzero number. Then,

(F3) a has an additive inverse: There is an element —a € R such that
a+(—a)=0

eg. 7+ (=7)=0.

(F4) a has a multiplicative inverse: There is an element a~! € R such
that
a-al=1

eg. 7-(1/7) =1

[Note: We can define subtraction by a as addition by (—a) and
division by a as multiplication by a=1.]

¢ Finally, addition and multiplication behave nicely.

(F5) Addition and multiplication are commutative:

—a+b=b+aforallabelR,
—a-b=b-aforallabec R

(F6) Addition and multiplication are associative:
- (a+b)+c=a+(b+c)forallab,c eR,
- (a-b)-c=a-(b-c)foralla,b,ceR.

(Fy) Multiplication distributes over addition:
- (a+0b)-c=(a-c)+ (b-c) foralla,b,ceR.

Example 2.61. ® Q and C are fields (addition and multiplication
function as in R).
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e 7 is not a field.

The crucial difference is that not every element has a multiplicative
inverse. For example, there is no integer n such that 3n = 1.

e IN is not a field.

The crucial differences here are that not every element has a multi-
plicative or an additive inverse. For example, there is no integer n
such that 3 +n = 0.

2.9.2 Field Axioms

Definition 2.62 (Field). Let F be a set with at least two distinct
elements 0,1 € F together with two well-defined rules:

¢ FXF—F:(ab)—a+b,
e FXF—TF:(ab)ra-b,

which send every pair (a,b) € F x F to well-defined elements in
a+b,a-beF.
Then, we say that F is a field if it satisfies the following axioms:

(F1) 04+ a=aforalla € F.
(F2) 1-a=aforalla€eF.

(F3) Every a € F has an additive inverse: there is an element —a € F
such that a + (—a) = 0.

(F4) Every nonzero a € F has a multiplicative inverse: there is an
element a1 € Fsuch thata-a~! =1.

(F5) Addition and multiplication are commutative:

e a+b=b+aforallabeckF,
e g-b=b-aforallabeF.

(F6) Addition and multiplication are associative:

e (a+b)+c=a+(b+c)forallab,ceF,
e (a-b)-c=a-(b-c)foralla,b,ceF.

(F7) Multiplication distributes over addition:
e (a+b)-c=(a-c)+(b-c)forallab,ceF.
Example 2.63. Consider the set S be the set
S={0,1,a}
where addition and multiplication are defined by the following tables.

all

QR = OO
O R |
_ O R R
R = OX
o O OO
S R O
_ R O|R

0
1
o

Then, S is a field. Exercise: Check that axioms 1-7 hold for S .



Example 2.64. The set of 2 X 2 matrices
M:{<a b) |a,b,c,d,€]R}
c d

* Multiplication is not commutative:
1 0\ (1 1\ (1
1 o/\1 1) \1
1 1) (1 0\ (2
1 1)\1 0) \2

* Not every element has a multiplicative inverse:

)

has determinant zero, and so is not invertible.

is not a field.

o O _ =
~_

In summary, a field F is a set where addition, multiplication,
subtraction and division are defined and behave "nicely".

2.9.3 Whenis Z/m a field?

Theorem 2.65. Let m be a positive integer. Then, Z./m is a field if and
only if m is prime.

Proof. Exercise: Check that for any integer m > 1, then Z/m satisfies
all axioms (F1)—(Fy) except maybe (F4).

Thus, we just need to show that Z/m satisfies (F4) if and only if m
is prime.

Recall that (F4) states that every nonzero element in Z/m has a
multiplicative inverse.
( = ) Suppose that every nonzero element in a € Z/m has a
multiplicative inverse. Then, for every a € Z/m, thereisanr € Z/m
such that

ra=1 mod m.

By Proposition 2.18, this means that a is coprime to m. Hence, m
is coprime to every integer in Z/m. In other words, integers in
{2,...,m —1} do not divide m. This means that the only factors of m
are 1 and itself. Le. m is prime.

( <= ) Suppose that m is prime, then every nonzero integer
in Z/m is coprime to m. By Proposition 2.18, then every nonzero
integer in Z/m is a unit (has a multiplicative inverse). Hence, (F4) is
satisfied. O

Notation 2.66. Let p be a prime. We will often write IF; := Z/p.
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2.9.4 Properties of Fields

Definition 2.67. A finite field is a field F which has finitely many
elements.

For example, S = {0,1,a} in example 2.63 has |S| = 3 and so is
a finite field. Similarly, IF, has |IF,| = p elements, and so is a finite
field.

Definition 2.68. The order of a field F is |F|.
Example 2.69. a) The order of S in example 2.63 is |S| = 3.
b) The order of F, = Z/p ={0,...p —1} is p.

The last property of fields we would like to discuss is a generali-
sation of Fermat’s theorem to any finite field. However, we will first
need a lemma.

Lemma 2.70. Let F be a field, and let a, x,y € F be nonzero elements. Then,
a) a-x#0,
b) a-x=a-yifand onlyif x =y.

Proof. a) Suppose that a-x = 0. Since F is a field and 4 is nonzero,
we can divide by a. Dividing both sides of the equation by a gives
us x = 0, which is a contradiction since we assumed x # 0.

b) ( = ) Suppose a-x = a-y. Then, as before, we can divide by a.
Dividing both sides of the equation by a gives us x = y.

( < ) If x = y, then multiplying both sides by a gives us
a-x=a-y.
O

Theorem 2.71 (Generalisation of Fermat’s theorem). Let F is a field of
order q.

a) If a € F is nonzero, then a1 =1inF.
b) Ifb € F is any element of F, ten a9 = a.

Proof. a) Since F has order g, it has g elements, of which one is 0.
Hence, there are g — 1 nonzero elements in F and we can list them
as:

X1, X (30)

Let a € F be nonzero. Then, we can make a new list
a-X1,...,0° X5 1. (31)

By Lemma 2.70, (31) is a list of g — 1 distinct nonzero elements
in F. In other words, 31 is a list of all the nonzero elements in F.
Therefore, it must be a reordering of (30).

Thus,
X1 .o s Xg1 =a4X10 ... AX5 -

X1 ... ~xq,1:u‘7*1~(x1- e Xg)
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Since the product x1 - ... - x;_1 is a nonzero element in F, we can
divide both sides by this product to get

1=a1"1
as required.

There are two cases to consider.
If b =0, then b7 = 07 = 0 = b and we are done.

If b # 0, then part (a) tells us that b7~ = 1. Multiplying both sides
by b gives b7 = b, as required.
O

Primitive Elements and one-way functions

In this section, we will explain how we can generate a one-way

function using finite fields.

2.10.1 One-way functions

Example 2.72. a) In [Fi3 the powers 2: 20021 .2

1 are

2°=1 mod 13
2! =2 mod 13
22 =4 mod 13
22 =8 mod 13
2 =3 mod 13
2°=6 mod 13
20 =12 mod 13
27 =11 mod 13
22 =9 mod 13
27 =5 mod 13
21 =10 mod 13
21 =7 mod 13.

Notice that every nonzero element in IFj3 appears exactly once in
the list above. (Le. every nonzero element in IFy3 is a power of 2,)

Hence, we can write down a bijection

{0,1,...,11} — Fy3 — {0}

i 2!

This bijection is easy to compute, but its inverse is hard to compute.

Hence, it is a one-way function.
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b) In IFyy this is not true. The powers of 2: 20 21 . 215 are:

2°=1 mod 17
21 =2 mod 17
22 =4 mod 17
2> =8 mod 17
2 =16 mod 17
2°=15 mod 17
26 =13 mod 17
27=9 mod 17
22=1 mod 17
22 =2 mod 17
21=4 mod 17
211 =8 mod 17
22 =16 mod 17
23 =15 mod 17
24 =13 mod 17
2 =9 mod 17

Notice that in this case some numbers appear twice (e.g. 1) and
some numbers in F13 — {0} don’t appear at all (e.g. 3).

Hence, the function
{0,1,,15} — ]F17— {0}
i 2
is neither injective nor surjective.
On the other hand, we can check that the function
{0,1,...,15} — Fy; — {0}
i 3
is bijective.

Q6 What makes 2 € [Fy3 and 3 € [y special?
A: They are primitive elements.

2.10.2 Primitive Elements

We will say that elements in a € IF; which generate bijections

{0,1,...,4 =2} — F, — {0}

i—a

are primitive elements . More concisely,



Definition 2.73. Let F be a finite field of order 4. A nonzero element
a € Fis primitive if all of the nonzero elements in F can be listed
without repetition as

Example 2.74. a) 2 € [Fy3 is primitive, since from example 2.72 we see
that every nonzero element in [F13 appears in the list 2°,21,..., 211
exactly once.

b) 2 € FFyy is not primitive since we cannot get a 1 € [Fy; appears
twice as 20 and 28 in Fy;.

c) Exercise: Check that 3 € [Fyy is primitive.

Q7 Why do we only take powers up to g — 2? E.g. in [F13 we
took powers up to 11 and in IFy we took powers up to 15.

A: Since a is a nonzero element, the generalisation of Fermat’s
theorem tells us that a7~! = 1in F.
Hence, the list of powers af larger than g — 2:

1 1
al=t a7 g1t

is the same as

aq_l , gq_l -a, aq_l . az
1 1 1

which simplifies to

and so for k > g — 1, powers a* start repeating.

Proposition 2.75. Let a be a nonzero element in a field F of order q. Let
k be any integer and let r be the remainder of k when dividing by (q — 1).
Then,

at=a.

Proof. Using the division algorithm, we can always write any integer
ask =mn-(q—1)+ r. Therefore,
uk _ an~(q71)+r _ (aqfl)n a =a.

~—
=1

Q8 How to find primitive elements? Do they always exist?

In Example 2.72, we found primitive elements by brute force by
computing all the powers of 2 € [Fi3 and showing that they satisfy
the definition of a primitive element. There is a more efficient way of
doing this, which we will learn in later sections.

For now, what we will show is that once we have found one
primitive element in F, then we can find all of them.
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Theorem 2.76. Let F be a field of order q. Suppose that a € F is a primitive
element. Let ki, ko, ..., ki be all of the integers in {0,1,...,q — 1} which
are coprime to g — 1. Then, the complete set of primitive elements in F is:

ukl,...,akf.

Example 2.77. Find all of the primitive elements in [Fq3.

Solution.

From Example 2.72, we know that 2 € [Fy3 is primitive.

The field IF13 has g = 13, so to find all of the primitive elements we
consider the set

{0,1,...,g—1=12}

and choose all integers in this set which are coprime to g — 1 = 12.
These are: 1,5,7,11.
Hence, by Theorem 2.76, the complete set of primitive elements in
IF13 is:
21,2°,27, 211 mod 13.

We can compute these powers in the following way:

22 =4 mod 13

2*=16=3 mod 13
22=2.2=3.2=6 mod 13
27=25.22=-6.4=-2=11 mod 13
2l =27.24 = (-2).3=-6=7 mod 13.

Hence, the primitive elements in [Fy3 are

2,6,11,7.

2.10.3 Bonus: Proof of Theorem 2.76

In this section, we present a proof of the theorem 2.76. First, we will
need the following proposition.

Proposition 2.78. Let k be an integer, and let F be a field of order q. Suppose
that a € F is a primitive element. Then, a* € F is primitive if and only if k
is coprime to q — 1.

Proof. ( = ) Suppose that a* € F is primitive. Then,

are all of the nonzero elements in F. Therefore, there must be an m
such that (a¥)" = a. In other words, a"" = a.
Using the division algorithm, we can write

km=mn-(g—1)+r



with 0 <r < g — 2. By the generalisation of Fermat’s theorem,
a=a"m= (a7 )" .a" =4,
~—
=1
Now, we know that a is primitive, so that assignment
{0,...,9—2} = F: a—a
is injective. Hence, 4" =a = al if and only if ¥ = 1. Thus,
km=n-(g—1)+1
which tells us that km =1 mod (g — 1). By proposition 11.2, this can
only happen if k and q — 1 are coprime.
( <= ) Suppose that k and g — 1 are coprime.
@ By definition a* is primitive if
a,a, (@), ..., (a)12 (32)
is a list of g — 1 distinct nonzero elements in F.
@ Since a # 0, then aX # 0, so all we need to do is show that the

elements in the list (32) are distinct.
Suppose that there are integers 1 <s,t < g — 2 such that

(a¥)° = (a")". (33)
In order to prove that the elements in (32) are distinct, we want to
show that k = ¢.

Well, (33) tells us that a® = a**. Since F is a field, we can divide
both sides by a*!, so we get

ks
a
akt
ukt . a*kt =1 S
A=t =1 =40,

We can use the division algorithm to write
k(s—t)=n-(g—1)+r.
withr € {0,1,...,9 — 2}. Hence we get by Lemma 2.75 that
a’ = gkt = g0,
But since a is primitive, the assignment
{0,1,...,g =2} = F:ird
is injective, and so we must have r = 0. In other words,

k(s—t)=n-(g—1).

However, k and (g — 1) are coprime, hence it 4 — 1 must divide s — ¢.

That is,
s—t=n"-(g—1).

In other words,
s=t mod (g —1).

But note that s,t < g —1, so actually s = ¢. O
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Theorem 2.76 Let F be a field of order 4. Suppose that a € F is a prim-
itive element. Let ky, k, ..., k¢ be all of the integers in {0,1,...,4—1}
which are coprime to 4 — 1. Then, the complete set of primitive
elements in F is:

Proof. By assumption a is primitive, so all of the nonzero elements of

F are

1,a,...,a77 1,

Each a* above is primitive if and only if k is coprime to g — 1 by
Proposition 2.78. Hence, the statement follows. O

Diffie-Hellman Key Exchange Process

Let a € F be a primitive elemenot in a field of order 4. Then, from
the previous section we learned that there is a one-way function

{0,1,...,9 -2} = F, — {0}
i al.

In this section we will learn how to use this function to encode
secret messages. The process of doing so is called the Diffie-Hellman
Key Exchange Process.

Problem.

¢ Alice and Bob would like to communicate via an insecure network,
so that messages can be read by an eavesdropper, Eve.

* To keep their messages private, Alice and Bob would like to encode
them. But in order to agree on a coding system, they need to
communicate via the network, so Eve will also know the coding
system and will be able to easily decode the message.

Setup.

¢ Alice and Bob exchange a list of 4 — 1 codes indexed by nonzero
elements in a field F of order g (so this list is also available to Eve).

¢ Inorder to agree on a coding system, Alice and Bob need to secretly
agree on a nonzero element k € F, which is called a (secret) key .

Steps.

¢ Alice and Bob publicly agree on a primitive element ¢ € F (so Eve
also knows the value of g).

¢ Alice chooses a positive integer a and tells Bob (and Eve) the value
of A= g%

* Bob chooses a positive integer b and tells Alice (and Eve) the value
of B=g’
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* The secret key Alice and Bob will agree on is k = g? € F.

¢ Alice finds the secret key by computing
BT = (¢%)" = g™ = k.
¢ Likewise, Bob finds the secret key by computing
Ab = (g = ¢ — k.
Alice and Bob have therefore agreed on a secret key, without telling
Eve what it is.

Example 2.79. Alice and Bob have agreed on the primitive element
3 € FFyy. Alice chose the integer 2 = 6 and Bob sends Alice the value
B = 5. Compute the key Alice and Bob have agreed on.

Example 2.80. Alice and Bob have agreed on the primitive element
3 € [Fy7. Alice chose the integer 2 = 6 and Bob sends Alice the value
B = 5. Compute the key Alice and Bob have agreed on.

Solution. The secret key is
g™ = (¢")* =B"=5° mod 17
We can compute this power in the following way.

5 =25=8 mod 17
5 =40=6 mod 17
50 =62 =2 mod 17.

Hence, g™ = 2.

In summary:
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Information involved | Known by Alice Known by Bob Known by Eve
F v v v
g v v v
a v X x
b x X v
g’ v v v
g’ v v v
gub v Ve x

Qg9  Why is hard for Eve to determine the secret key?

A: Eve needs to work out the value of g, but the information which
is publicly available to Eve are the values g, g%, g”.

To workout g”b, Eve would have to workout the values of a or b
from ¢ or g*. But this is hard to do since the function a — g¢” is a
one-way function.
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Roots of Unity

We learned how to encrypt messages by choosing primitive el-
ements in finite fields. But we still have to answer the following
question:

Q10 How to find primitive elements? Do they always exist?

To answer this question, we will introduce roots of unity.

Definition 2.81. Let 1 be a positive integer and let F be a field. Then,
a € Fisan nth root of unity if a” =1.

Example 2.82.a) —1 € R is a 2nd root of unity since (—1)? = 1.

2mi
b) e3 € Cis a 3rd root of unity since

(6%)3 =M =1,
27 . . .
c) e3 € Cis also a 6th root of unity since

27\ 6 . N 2
(ET) :e4m _ (EZm) .

d) Let F be a field of order 4 and let a € F be nonzero. From the
generalisation of Fermat’s theorem, then a7 -1 = 1 in F. Hence,
every nonzero element in F is a (§ — 1)th root of unity.

For example, in [Fy3, 312 — 1. Hence, 3 € F13 is a 12th root of unity
in ]F13.

Definition 2.83. Let n be a positive integer and let F be a field. Then,
a nth root of unity a € F is primitive ifa™ # 1forall 0 < m < n.

27
Example 2.84. e3 €Cisa primitive 3rd root of unity since:

() =35 A
() = () =55
(e%)?):l

o N N 27\ 3
However, it is not a primitive 6th root of unity since (e?ﬂ) =1

Example 2.85. Consider the field F;7, and 2 € Fj7;. By Fermat’s
theorem we know that 21 =1 mod 17, so 2 is a 16th root of unity in
Fqy.

However, 22 = 1 mod 17, and so 2 is also an 8th root of unity.
Hence, 2 is not a primitive 16th root of unity.
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We can compute

21 =2 mod 17
22 =4 mod 17
22 =8 mod 17
2 =16 mod 17
2°=15 mod 17
26 =13 mod 17
27 =9 mod 17
22=1 mod 17

and check that 2 is a primitive 8th root of unity, since 2" # 1 for all
0<m<8.

Example 2.86. Check by computing powers

2,22,...,210 mod 13
3,32,...,3 mod 17

that:
a) 2 € Fy3 is a primitive 12th root of unity.
b) 3 € [Fyy is a primitive 16th root of unity.

Theorem 2.87. For every prime g, there always exists a primitive (q — 1)th
root of unity in IFy.

2.12.1  Key Properties of Roots of Unity

Proposition 2.88. Every nth root of unity is a primitive mth root of unity
for some m < n.

Proof. Suppose thata € F is an nth root of unity, then a” = 1. Looking

at the powers

at a?,... a"

we can take the minimum m such that 4™ = 1. Then, a will be a

primitive mth root of unity. 0

Example 2.89. Let’s consider 5 € Fy;. By Fermat’s theorem, we know
that 5!1° = 1, so it is a 10th root of unity. Find m such that 5 is a
primitive mth root of unity.

Solution. We can find m by computing powers of 5 until we reach
the first m such that 5 =1 mod 11.

5! =5 mod 11
52 =3 mod 11
52 =4 mod 11
5¥=9 mod 11
5° =1 mod 11.
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Hence, of the indices
1,...,10

the minimum m such that 5 = 1is m = 5. We can check by the
computation above that 5 € IF1; is a primitive 5th root of unity.

Proposition 2.90. Let F be a field of order q. Let a € F be a primitive nth
root of unity. Then, a' = a/ if and only if i = j mod n.

Proof. ( = ) Suppose that a’ = a/.
@ Since F is a field, we can divide both sides by /. This gives us
that Z—; = 1. That is,
Al =1.
@ Using the division algorithm, we can write
i—j=k-n+r
with 0 <r < n. So,

k-n_ur :( a" )k_ r r
S~~~
=1

since a is a nth root

1=da"T=g¢

of unity

3 Now, 0 <r < n.
Since a is a primitive nth root of unity then a” # 1if 0 < r < n. So,
it must be that r = 0. In other words,

i—j=k-n = i=j modn.
( <= ) Suppose thati =j mod n. Then,
i—j=k-n

so that

=1
since a is a nth root
of unity

Multiplying both sides of this equation by a/ gives

a =ada.

Roots of Unity and Primitive Elements

We are finally ready to connect primitive roots of unity with primi-
tive elements in a field F, and answer the question:
Q11 Do primitive elements always exist? How to find them?



Theorem 2.91. In a field F of order g, the primitive elements are precisely
the primitive (q — 1)th primitive roots of unity.

Proof. @ We first prove: Every primitive element in F is a primitive
(g — 1)th root of unity.

Assume that a € F is primitive. By (the generalisation of) Fermat’s
theorem, 27~! = 1, and so a is a (g — 1)th root of unity.

By definition of primitive element, we know that the powers

are all distinct elements in F. Therefore, a™ # 1 forall1 <m < g —1.

Hence, a is a primitive (g — 1)th root of unity.

@ Every primitive (g — 1)th root of unity is a primitive element in
F.

Suppose a € F is a primitive (q — 1)th root of unity. Then, by
Proposition 2.90,

2

1,a,a2,...,a71

are all distinct and so a is a primitive element in F. O

The key takeaways from this theorem are:

¢ In a field F of order g4 we have:

{primitive elements} = {primitive (g — 1)th roots of unity}.

* By Theorem 1, (g — 1)th roots of unity always exist in Iy, so
primitive elements always exist. This answers the first part of

Q1.

¢ Finding primitive elements in F amounts to finding a primitive
(9 — 1)th roots of unity.

The following theorem is our key tool for finding primitive nth
roots of unity.

Theorem 2.92. Let F be a field, and let a € F be an nth root of unity.
Then, a is a primitive nth root of unity if and only if a/P # 1 for every
prime factor p of n.

Proof. ( = ) Suppose that a is a primitive nth root of unity. By
definition, a” # 1 for all 0 < m < n.
Let p be a prime factor of 1. Since 0 < n/p < n, then a"/? # 1.

( <= ) Assume that a"/? # 1 for every prime factor p of n.

Since a is an nth root of unity by assumption, then, proposition
2.88 gives us that there is an m < n such that a is a primitive mth root
of unity.

This implies that

a =1=aqa"
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Since a is a primitive mth root of unity, then proposition 2.9o tells us
that
n=m=0 mod m.

In other words,
n=k-m

with k > 1 (since we assumed m, n are both positive).

We have two cases to consider: k =1 or k > 1.

@ If k=1, then n = m and a is a primitive m = nth root of unity,
as required.

@ If k > 1, then it has at least one prime factor.

Let p be a prime factor of k. Then, p is a prime factor of n and

n k
- = —-m.
p p
Hence,
n koan m K
ar = qgv°r :(a )P:l
N~

=1
which is a contradiction, since we assumed that a"/? = 1. Thus, the
case k > 1 is impossible.
Therefore, the only option is k = 1, and we already know that in
this case a is a primitive nth root of unity. O

Example 2.93. Show that

a) 5 € [Fy3 is a primitive element.

b) 2 € [Fy3 is not a primitive element,
Solution.

a) @ Fp3 is a field of order g = 23.

@ By Theorem 2.91, 5 € [F3 is a primitive element if and only if it
is a primitive (g — 1) = 22nd root of unity. So we need to check if
5 is a primitive 22nd root of unity.

(3 Notice that 22 = 2 - 11, and the prime factors of 22 are 11 and 2.

By Theorem 2.92, 5 is a primitive 22nd root of unity if and only if

52/2 _ 51 £ q
52/11 _ 52 £ q

in ]F23.

We can compute these powers in the following way.

5=5 mod 23

52=25=2 mod23 = 5*#1 mod 23

5% =22 =4 mod 23

58 =42 =16 = —7 mod 23

500 =2.(-7)=-14=9 mod 23

51 =5.9=45=-1=22 mod23 = 5'' %1 mod 23
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and so 5 is a primitive 22nd root of unity = it is a primitive
element in IFy3.

b) Similar to a), 2 € FFp3 is a primitive element if and only if it is a
primitive (g — 1) = 22nd root of unity. Hence, we just need to
show that 2 is not a primitive 22nd root of unity.

Notice that 2 is a primitive 22nd root of unity if and only if

22/2 _oll 4 q
22/11 92 4 q

in IF23.

We can compute 2!!:

2=2 mod 23

22 =4 mod 23
2*=16=—-7 mod 23

28 =(~7)2=49=3 mod 23
21=4.3=12 mod 23
21=2.12=24=1 mod 23.

Hence, 2 is not a primitive 22nd root of unity = it is not a
primitive element in Fy3.

Example 2.94. a) Show that 11 is a primitive element in [Fy3.
b) What are all of the primitive elements in [Fy3.

Solution.

a) @ Fq3 is a field of order g4 = 13.

@ By Theorem 2.91, 11 € [Fi3 is a primitive element if and only if
it is a primitive (§ — 1) = 12th root of unity. So we just need to
check if 11 is a primitive 12th root of unity.

3 Notice that 12 = 3- 22, and the prime factors of 12 are 2 and 3.
By Theorem 2.92, 11 is a primitive 12th root of unity if and only if

1112/2 _ 116 # 1
11123 =11* #£1

in ]1313.

We can compute these powers in the following way.

11=11= -2 mod 13

112 =4 mod 13

11"=4>=16=3 mod13 = 11* #1 mod 13

113 =5 mod 13

11°=112-11*=4-3=12 mod 13 = 11°#1 mod 13.
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and so 11 is a primitive 12th root of unity = it is a primitive
element in FFq3.

b) To compute all of the primitive elements in IF13, we use Theorem
2.76.

@ The integers in the set {0,1,...,q — 1 = 12} which are coprime
tog—1=12are: 1,5,7,11.

Hence, the complete set of primitive elements in Fy3 is:
11,11°,117, 11" mod 13.
We can compute these in the following way:

11> =4 mod 13

11* =3 mod 13

11°=11-3=33=7 mod 13

117 =112-11° =4-7 =28 =2 mod 13
11" =11*.117 =3-2=6 mod 13.

Hence, the primitive elements in [Fy3 are

11,7,2,6.
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